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IToanTHKa B OTHOWEHHH 0OPAGOTKH MEPCOHATBLHBIX JaHHBIX
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TepmMuHbI 1 onpeeIeHus
NMepCoOHaTbHBIE AaHHBIE - Jo0as MHQOpPMALMsA, OTHOCAWIASACA K IPAMO WM KOCBEHHO OIPENETICHHOMY WIIH
onpezenieMoMy GH3HYECKOMY JIHLY (CYOBEKTY NepCOHANBHBIX JaHHBIX);
oneparop - I‘Ocy].IapCTBeHHBIH Oopras, MyHHI.IHHaJ'[bHBIH OpraH, PUAUYCCKOEC HITH CbI/I3H‘-IeCKOC JINLO, CAaMOCTOATCIIBHO
HJIH COBMECTHO C ADYTHMH JIHLAMH OPraHH3YIOIHE H (W/IH) OCYLIECTBILIOWKE 00paboTKy NepCOHaIbHBIX AAaHHBIX, A
TaKXKe ONpeeNAIoLINe LeTH 00paboTKH NMepcOHaNTBHBIX JaHHbIX, COCTaB MEPCOHATBHBIX
00paboTka NEPCOHANbHBIX JAHHBIX - JOGOe IeHCTBHE (ONepauMs) WIH COBOKYIHOCTb AelcTsuil (omepaumit),
COBE€PMACMBIX C MCITOJIb30BAHHUEM CpPE/ICTB aBTOMaTPISaHHH i 6e3 UCIOIB30BAHMS TAKHX CPE€ACTB C INMEPCOHAIbHBIMH
JaHHBIMH, BKIIO4as cOop, 3amych, CHCTEMAaTH3alMIO, HAaKOIUIEHHE, XPaHEeHHe, yTouHeHHe (0OHOBIEHHE, H3MEHEHHE),
HU3BJIICYCHHE, UCIIOIb30BAHHE, IIEpeaady (pacnpOCTpaHeHuc TNpeaOCTaBIICHUE, JJ.OLT}’H), 06C3JIPI'-II/IB3HPIC, 6noxuposaﬂne,
yaJaeHue, YHUUTOXKEHHE MepCOHAIbHBIX JAHHBIX;
ABTOMATH3NpPOBaHHAsA o6pa6onca NEPCOHAIBHBIX HNAaHHBIX - o6pa6on<a NEPCOHAJIBHBIX NAaHHBIX C IIOMOLIBIO CPEACTB
BBIYHUCJIIUTCIBHOHU TCXHUKH,
PacnpoCTPaHEHUE IEPCOHANBHBIX HAHHbIX - JEHCTBMSA, HANpABICHHbIE HA pPACKPBITHE IIEPCOHANBHBIX HaHHBIX
HEONpe/IeIeHHOMY KpyTYy JIUIL;
IPEIOCTABIEHUE MEPCOHANbHBIX MNAHHBIX - [JEHCTBHA, HANpPaBICHHBIE HA pPACKPBITHE IEPCOHANBHBIX NAHHBIX
OMpPEIETICHHOMY JIMIY HIIH ONPEAEICHHOMY KPYTY JIHI]
OIOKHpOBAHHE INEPCOHAIBHBIX [JaHHBIX - BPEMEHHOE IpeKpauieHHe o0pabOTKH IepCOHANBHBIX [JaHHBIX (3a
HCKIIIOUEHHEM CITydaeB, eciti 00paboTka HeoOXoauma IIs yTOYHEHHS MePCOHAIbHbIX JaHHBIX);
YHHYTOXCHHUC IICPCOHAIBHBIX HNAHHBIX - llCFICTBPIﬂ, B pE3ylbTar€ KOTOPBIX CTAHOBHUTCA HEBO3MOXXHBIM BOCCTAHOBHUTDL _
COEpIKaHNE TEePCOHANBHBIX JAHHBIX B HH(OPMALMOHHOW CHCTEME MEPCOHANbHBIX IAaHHBIX M (WJIM) B pesyibrare
KOTOPHIX YHHUTOXKAIOTCSI MaTepPUaIbHbIE HOCUTEIH NEPCOHANBHBIX JaHHEIX;
00€3MUNBAHAE TEPCOHANBHBIX JAaHHBIX - JEHCTBHA, B pe3yIbTare KOTOPHIX CTAHOBHTCS HEBO3MOXHBIM 0e3
HCIIOJIB30BAHKSA JOTIOJHUTENBHON WHGOPMALHUK ONPENENUTh NPHHALJIEKHOCTh MEPCOHAIBHBIX JAHHBIX KOHKPETHOMY
CYOBEKTY EPCOHATIBHBIX JaHHBIX;
UH(QOPMALIMOHHAs CHCTEMA EPCOHAIBHBIX JaHHBIX - COBOKYIMHOCTb COAEPXKAIIMXCA B ©a3aX MaHHBIX IEPCOHATBHBIX
J@HHBIX 1 00eCIEIUBAIOIIHX UX 00paboTKy HH(OPMALMOHHEIX TEXHOIOTUH M TEXHHYECKHX CPEICTB;
TpaHCTpaHHYHas Tepefada IepcOHAIbBHBIX JaHHEIX - Iepefaya NepCoHaIbHBIX JaHHBIX Ha TEPPHTOPUIO HHOCTPAHHOTO
roCyIapcTBa OpraHy BJIacTH HMHOCTPAHHOIO TIOCYHapCTBAa, MHOCTPAHHOMY (DH3HYECKOMY IMIy HJIH HHOCTPaHHOMY
IOPUIMYECKOMY JIHILY.
3aKoHOZATeIBHOW OCHOBOM HacTtosmed ITomutuku spisioTcs Koncturynus Poccmacxon Deneparuu, I'paxknaHckui,
VronosHsit 1 TpymoBoi#t konekces!, @enepanbHelii 3akoH ot 27.07.2006 Ne 152-03 «O nepcoHanbHBIX JaHHEIX), 3aKOHBI,
yKa3bl, IOCTAHOBJIEHNU, IPYTHE HOPMATHUBHEIE JJOKYMEHTBI AEHCTBYIOILErO 3aKOHONATENLCTEA Poccuiickoit @eneparmu.
PHUCKOB ¥ 060CHOBaHHA HEOOXOAMMBIX 3aTPAT Ha 3aIMTY HHQOPMALMH. :
IMonutrka paspaboTaHa B LeNsX pealtnsalii TpeboBaHHil 3aKoHONaTeNbeTBa B 06macTn o6paborku u samuter [1/1H

O0paGoTka nMepcoHAJLHBIX JAHHBIX. IIpaBa u 00A3aHHOCTH.

Opranu3auys ABIAETCA ONEPaTOPOM HEPCOHANbHBIX AaHHbIX. OpraHu3auuell HaNpaBIeHO yBEAOMIICHNE B YIIPaBIeHHE
PockoMHaa30pa B COOTBETCTBHH cO CT. 3akoHa PO O 3amure nepcoHalbHbIX TaHHBIX.

B OpraHusalu obecrieunBaeTcs CJ'IC}IYIOIIIHI\;I YPOBEHB 3allIMIICHHOCTH IICPCOHAIBHBIX NaHHBIX!

Cy6BexkTaMu HH)OPMALMOHHBIX OTHOLIEHHMIT IpH 06ecrnedeHnn 6e30MacHOCTH NePCOHANbHEIX JaHHbIX OpraHu3aliy SBIIOTCA:

Oprauusanys, Kak COGCTBEHHHK HH(OPMALIMOHHBIX PECYPCOB;

PYKOBOZICTBO ¥ COTPYRHHKK OpraHM3aliH, B COOTBETCTBHH C BO3JIOXKEHHBIMA Ha HUX (YHKIHMH;

NAUMeHTH], JHIA, BCTYNAIONIME B TPakAAaHCKO-IIPABOBBIE OTHOWICHMA ¢ OpraHusauueil, B TOM 4uMCIE HpH
MPeNOCTaBIEeHHH MEIUIHHCKHX YCIIyT

MHbIE JIUIIA, IPEAOCTABIAIOINE CBOH IIEPCOHATIBHBIC NaHHBIC.

OGpaboTKa MepCOHABHBIX JAHHBIX JOMYCKAETCs B CIEAYIOIUINX CITydasx:
1) 06paGoTKa MEpCOHANBHBIX AGHHBIX OCYLIECTBISIETCS C COIIAcHs CyOBEKTa INepCOHANBHBIX AAHHBIX Ha 06paboTKy ero

MEPCOHAJIbHBIX NaHHBIX;

2) o6paboTka MepCOHaNbHBIX JAHHBIX HEOOXOAWMa I NOCTHXKEHHs UeseH, MPeayCMOTPeHHBIX MeXIyHapOIHBIM

norosopom Poccuifckolt Dexepaluy WIKM 33KOHOM, JUIS OCYIIECTBJICHAS W BBINOIHCHHS BO3JIOXKCHHBIX 3aKOHOAATEJIBCTBOM
Poccuitckoit deziepaiuy Ha oneparopa (pyHKIMH, TOTHOMOYMH 1 0053aHHOCTEN;
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3) oGpaboTka MepcoHaIbHBIX AaHHBIX HeoGXoMMa U OCYIIECTBICHHS TPABOCYIUS, HCTIOTHEHHAA cyneGHOTO aKTa, aKTa
JPYroro OpraHa WM JOKHOCTHOIO JHI, MOTEKAIIMX HCIOTHEHHIO B COOTBETCTBHH € 3aKOHOZATENBCTBOM PoccuicKon
dezepauyu 06 HCTIOMHUTENEHOM POH3BOACTEE (nanee - CTIONHEHHE CYAEOHOTO aKTa);

4) 06paboTKa NepCOHaNTbHBIX AAHHBIX Heo6XOIMMa s HCTIOTTHEHH s IOTHOMOYHIH (peNiepalIbHEIX OpratHoB HCTIOHHUTETBHOM
BIIACTH, OPraHOB TOCYAaPCTBEHHBIX BHEOIO/UKETHBIX (OHIOB, HCTIOTHHTENBHBIX OPTaHOB TOCYIapCTBEHHO BIacTH CYOBEKTOB
Poccuiickoit dezepaluy, OPraHoB MECTHOTO CaMOyNpaB/ICHIL H dynKumii opraHnsauuii, y4acTBYIOUHUX B [IpefoCTaBICHUN
COOTBETCTBEHHO TOCYAAPCTBEHHBIX W MyHHIIMMAJBHBIX YCIIYT, npenycMOTpeHHbIX DesiepanbHbIM 3aKOHOM OT 27 wrons 2010 roza
N 210-®3 "O6 opraHW3aUMH NPENOCTABICHHA TOCYIaPCTBEHHBIX H MYHUIMIATBHBIX yCayr", BKIoas perneTpammio cyobekTa
ePCOHAIBHBIX JaHHBIX Ha, ¢AUHOM IOpTaje TrOCYIapCTBEHHBIX U MYHHIMIAIbHBIX YCIYT H (MmM) perHOHANbHBIX IOpTAax
rOCYIapCTBEHHBIX ¥ MYHHIHMIIAILHBIX YCIYT, :

5) ofpafoTka TMEPCOHANBHBIX AAHHBIX HeobXoauMa Ul MCIONHEHHs J0roBOpa, CTOpOHOM KOTOpOro JmGo
BBLITOZONpPHOGpETaTeNIeM WIH NOPYYHTENEM 110 KOTOPOMY SABIAETCA CyOBEKT NEPCOHANBHBIX NAHHBIX, @ TAKKE UL 3aKJTIOYEHHA
JIOTOBOpA TI0 MHHLMATHBE CYOBEKTa MepCOHaNBHBIX HAHHEIX JIH JIOTOBOPA, TI0 KOTOPOMY CYOBEKT MepCOHATBHBIX NAHHBIX Oynet
SIBJIATHCS BBITOJONPHOOpETaTENeM HIIH TIOPYINTEIIEM, E

6) 06paGoTKa NEPCOHANBHBIX AAHHBIX HeoOXomuMa IS 3AlUMTBl JKM3HH, 310POBbi MM HMHBIX JKU3HEHHO Ba)XKHBIX
MHTEPECcOoB CyObEeKTa NEPCOHANBHBIX JAHHBIX, CC/IH TOTy4eHHE COMACHs CYObeKTa IePCOHANBHBIX NaHHBIX HEBO3MOKHO;

7) o6paboTka TMEPCOHANbHBIX AAHHBIX HeoGXoaMMa U OCYIIECTBICHHS TPAB M 3aKOHHBIX HHTECPECOB oreparopa MM
TPeThUX ML, B TOM YHCIE B CIy4asdx, npenycMOTpeHHBIX DefepanbHbIM 3aKOHOM "Q s3auuTe NpaB H 3aKOHHBIX HHTEPCCOB
(hM3MUECKUX JIMIL TIPA OCYIICCTBICHHN AEATC/BHOCTH 110 BO3BPATY MPOCPOUEHHON 3a0/KEHHOCTH H O BHECCHUH M3MEHEHHH B
denepanbHblii 3akoH "O MHKPO(QHHAHCOBOH JEATETBHOCTH U MUKPO(QHUHAHCOBBIX oprasmsanuax”, b0 s AOCTHXKCHHA
0GIIECTBEHHO 3HAYNMBIX LeJIei IPH YCIOBHH, UTO IIPH TOM HE HAPYIIAKOTCA NPaBa i CBOOO/E! cyOBbeKTa epCOHABHEIX JaHHBIX;

8) 06paboTka MepCOHANIBHBIX NaHHBIX HeoOxoauMa UL OCYLIECTBICHHS npodecCHOHANBHOM AeATeTbHOCTH XKypHAIHCTA H
(unM) 3aKOHHOM JEATENBHOCTH CPEICTBA MaccoBOl HMH(popMalmu 1H60 HAYIHOH, JIHTepaTypHOH WM HHOH TBOPYECKOH
JeSTETbHOCTH TIPH YCIIOBHH, YTO IIPH 9TOM HE HapylIaioTcs [pasa H 3aKOHHbIE HHTEPECHI CyOhEKTa NIePCOHANbHBIX NaHHBIX,

9) o6paboTka MEepPCOHATBHBIX JAHHBIX OCYICCTBILICTCA B CTATHCTHYECKAX MM HHBIX MCCIELOBATENBCKHX LEIAX, 33
HCKIIOUEHHEM Le/el, yKa3aHHBIX B CTaThe 15 HACTOAIIEro deepanbHOTO 3aKOHa, IPH YCI0BHH 00s13aTeNIPHOr0 00€3TMINBaHUA
MepCOHAIBHBIX IAHHBIX;

10) ocymecrme'fcx 06paboTKa MEPCOHANBHBIX TaHHBIX, NOCTYII HEOTpPaHHYEHHOTO KPyra JIMIl K KOTOPEIM MPELOCTaBICH
CyOBEeKTOM MEPCOHANBHBIX JAaHHBIX b0 1o ero mpochbe (manee - TMEPCOHATBHBIC JiaHHBle, ClENaHHbIe OOMEAOCTYIHBIMH
CyOBEKTOM NEPCOHABHBIX JaHHBIX);

11) ocymectBasercs 06paboTka MepCOHANBHEIX NAHHBIX, MOAEIKAIMX OMYOIMKOBAHUIO MM 0053aTeNbHOMY PACKPBHITHIO B
COOTBETCTBHH ¢ (hefiepabHbIM 3aKOHOM.

O6paboTKa CrienHaIbHBIX KaTeropuil NMepCOHANBHBIX JAHHBIX, KaCIOMIMXCA COCTOSIHHS 370pOBBSHE IOIYCKaeTcsd, 3a
HCKJIIOYCHHEM CIIy4aeB, eClIu: ’

1) cyOBeKT MepCOHANBHBIX AAHHBIX J1A]T COTMIACHE B IIMCBMEHHOM (hopMe Ha 00paGOTKY CBOUX MEPCOHATBHBIX J@HHBIX;

_ 2) NepCOHANBHBIE TAHHBIC CACTAHb! 0GIMENOCTYTHBIMU CYOBEKTOM [EPCOHANBHBIX TAaHHBIX;

2.1) o6paboTKa NepcOHANBHBIX AAHHBIX HeOOXOMMMa B CBA3H C peanusauueil MexIyHapOQHBIX I0roBOpOB Poccuiickoi
Dezepaluy 0 peaiMUCCHH;

2.3) 06paboTka TEpPCOHANBHBIX HAHHBIX OCYIIECTBIAETCS B COOTBETCTBHH C 3aKOHOATEIECTBOM O TOCYIapCTBEHHOM
CoLMaNBHOH TIOMOIIH, TPYAOBBIM 3aKOHOAATE/ICTBOM, ICHCHOHHEIM saxoHozareabcTBoM Poccuiickon denepaun;

3) o6paboTKa MEPCOHANBHBEIX AAHHBIX HeoOXoAMMa Ui 3alIUThl KHU3HH, 370pOBbS WIH HHBIX JKM3HCHHO BAXKHBIX
MHTEpEeCOB CyOBEKTa MepPCOHATBHBIX JAHHBIX H60 JKW3HH, 310POBbA WIH MHBIX KU3HEHHO BAXHBIX HHTEPECOB JpYTHX JIALl 1
TOJy4eHHE CONIACHA CyOhEKTa NePCOHANBHBIX AAHHBIX HEBO3MOXKHO; ;

4) o6paGoTKa IMEPCOHANBHEIX JAAHHBIX OCYILECTBIISIETCS B MeIUKO-NPO(QHIAKTHIECKUX NEJIX, B LELIX yCTaHOBJICHUS
MEIMLMHCKOTO IMarHo3a, OKa3aHHs MEAMLMHCKUX H MeHKO-COLMANBHBIX YCIYT TIPH YCJIOBHH, {TO 06paboTKa MepCOHANBHBIX
JIaHHBIX ~OCYIUECTBIIACTCA JIMLOM, npodeCCHOHANBHO — 3aHMMAIOLIMMCS MEIMIMHCKOH JEATEBHOCTBIO M 00fA3aHHBIM B
COOTBETCTBHH C 3aKOHOJAATEIIECTBOM Poccuiickoit Denepanu COXPAHATH BpaueOHyIO TaiHY;

5) ofpaGoTka MEPCOHaNBHBIX MAHHBIX HJICHOB (ydacTHHKOB) ~OOIIECTBEHHOTO oGbeIMHEHHs WM  PETMTHO3HOH
OpraHH3al|K  OCYLIECTBIACTCA COOTBETCTBYIOLIUMH  O0IIECTBEHHBIM OGbEIMHEHHEM MM  PETHTHO3HOH Oprasu3anme,
IeHCTBYIOIMMHE B COOTBETCTBHH C 3aKOHONATeNbCTBOM Poccuiickoit (Denepauny, A JOCTIDKEHHs 3aKOHHBIX LeneH,
TIPELYCMOTPEHHBIX UX YYPEIUTETBHEIMU JOKYMEHTaMH, TIpH YCIIOBHH, UTO IEPCOHANBHBIC faHHBIE He OyAyT pacrlpoCTPaHATbCA
Ge3 coriacus B ACBMEHHOH dopme Cy0BEKTOB IIEPCOHANBHBIX NAHHBIX;

6) 06paboTKa MepCOHANBHBIX AAHHBIX HeoGXoIMMa /IS YCTAHOBJIEHHs WIH OCYIIECTBICHUA paB cy0beKTa MepCOHaNbHBIX
JIAHHBIX WM TPETHUX JIMILL, 8 PAaBHO U B CBA3N C OCYIIECTBICHHEM THIpaBOCYMIHS;

7) 06paboTka MepCoHANbHbIX JIAHHBIX OCYLIECTBIAETCS B COOTBETCTBUN € sakonoaarebcTBoM Poccuiickoii dezepatid 06
060poHe, 0 6e30MacHOCTH, O TIPOTUBOAEHCTBHH TEPPOPU3MY; O TpaHCIOPTHOH 6e30MacHOCTH, O TIPOTHBOZEHCTBHH KOPPYIILHH, 06
OTIepaTHBHO-PA3BICKHON IEATEIBHOCTH, 06 WMCIMONHHUTEIEHOM TPOU3BOICTBE, YTOMOBHO-HCTIONHHUTEILHBIM 3aKOHOZATEBECTBOM
Poccuiickoit DezepaLuy, X

7.1) obpaboTka MOIYICHHBIX B YCTAHOBJICHHBIX 3aKOHOAATENbCTBOM Poccuiickoit Demepauuy crydasx MEPCOHATBHBIX
JaHHBIX OCYILECTBIIACTCA opraHaMH NPOKYpaTyphl B CBA3HN € OCYILECTBICHHEM HMH NIPOKYPOPCKOTO Haa30pa;

8) 06paboTKa MEPCOHANbHBIX NaHHBIX OCYILECTBIIACTCA B COOTBETCTBUH C 3aKOHOAATEIHCTBOM 00 00A3aTelbHBIX BHIAX
CTpaXoBaHUs, CO CTPaXOBBIM 3aKOHOAATENLCTEOM,

9) o6paboTKa MepCOHaNTbHBIX AAHHBIX OCYLIECTBIIAETCA B CIydasX, MPeLyCMOTPEHHBIX 3aKOHO/ATeTbCTBOM Poccuickoi
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dezepauyH, TOCYIApCTBEHHBIMA OpraHaMH, MYHHMLHITATEHBIMA OpTaHaMH HITH OpraHM3aluAMA B TEMAX yCTpoO#CTBa JETEH,
OCTABIIAXCS Ge3 ONeueH s POIUTENIEH, Ha BOCIUTAHNE B CEMBH TPAKIAH,

10) o6paGoTka EpCOHATBHBIX JAHHBIX OCYIIECTBIACTCA B COOTBETCTBHH C 3aKOHOIATEILCTBOM Poccuiickoit enepauuy o
rpaxaancTse Poccuiickoi Qdenepalyi.

Opranuzauus o0pabaTbiBacT NEPCOHAIBHBIC naussie: ®MO, mon, gara B MECTO POXKACHHA, O COCTOSIHUM 3I0pOBbs MAalUEHTA,
Tene(oH, NaHHBIC COACPXKALIMCCS B MEAMLMHCKOH JOKYMCHTALWH, a TaKkKe O MECTe paboTEI, MeCTe MPOXKUBAHH CyOBEKTOB
TIePCOHANbHBIX JAHHBIX, MACMOPTHBIC AAHHBIC (naHHBIE MHOrO JOKYMEHTa YAOCTOBEPAIOLICTO JMYHOCTH), JAHHBIE TONHCA
OMC/IMC, CHUJIC, a TarKe CBEACHHUA 06 06pasoBaHUH; CBEACHUA O MECTAX paboThl; CBEAEHNS O NIOCTAHOBKE HA HaJIOrOBBIN
yaer (MHH); 4

OpraHu3auud BOpaBe B YCTAHOBICHHOM 3aKOHOAATEILCTBOM [OPSAIKE OCYLIECTBIIATE cGop, 3amuch, CHCTEMaTH3ALMIO,
HaKOTUIeHHe, XpaHEHNE, OGHOBICHHE, H3MEHEHHE, HCTIONE30BAHMC, o6esnMunBaHKe, GIOKMPOBAHHE, YHHUITOXKCHHE TEPCOHATEHBIX
JIaHHBIX. )

OpraHu3alys BIpaBe C COIIACHs NAlMeHTa OCYWIECTBAATH 00PabOTKY €ro MepCOHAIBHbIX JaHHBIX B Cly4ae HeoOXOAHMOCTH
COBEpIIEHMA JCHCTBHA B PasIMYHBIX MH(OPMALMOHHBIX CHCTEMaX, OCYHICCTBIATE oOMeH [JaHHBIMH CO CTPaXOBbIMH
MeIHIMHCKUMHI OpraHN3aluAMH.

TTpuHIMEl 06paGoTKM MEPCOHATBLHEIX HAHHBIX:

e  3aKOHHAS OCHOBA 0GPabOTKH MEPCOHANBHBIX IAHHBIX, 3AKOHHBIC cnocoOs1 06paboTKH IEPCOHANBHBIX IAHHBIX;

e  orpannyeHne 06pabOTKH MEPCOHATBHEIX HAHHBIX JOCTHKEHHEM 3apaHee ONMPEeACICHHBIX H 3aKOHHBIX uesei;

o HeonymieHue 00peaMHEHNA 6a3 JAHHBIX, CONCPIKALIIX HepcoHaIbHbIE NaHHEIC, o6paboTka KOTOPBIX OCYIIECTBISETCS B
HeCOBMECTHMbIX MeXIy cOO0MH LemsX;

e 06paboTKa TONBKO TeX MEPCOHANBHBIX NAHHEIX, KOTOpBIE OTBEHAIOT LEJIAM 06paboTkH,

e COOTBETCTBHE COIEpXaHHA H 00beMa 06pabarsiBAEMbIX [EPCOHAIBHBIX JAHHBIX nemsiM 06paboTKu, HEAOIYCTUMOCTE
M3GHITOYHOCTH 06PabaTEIBAEMBIX MEPCOHATBHBIX TaHHBIX IO OTHOIICHHIO K 3asBICHHEIM LM 06paboTKH;

e obecredeHne TOYHOCTH NEPCOHANBHBIX JaHHBIX, UX J0CTATOUHOCTH H aKTYaJIbHOCTH O OTHOLICHHUIO K LEIAIM 00paboTku
TIepCOHATBHEIX JaHHBIX; '

e oOecreyeHue MPUHATHA HEOOXOAMMBIX Mep I10 YJANeHHIO WM YTOYHEHHIO HE TOJIHbIX Ml HETOYHBIX JAHHbIX;

e OCYIIECTBICHHE XPAHCHHs MEPCOHATIbHBIX JaHHBIX B (OpMe, MO3BOIAIOLICH OMPEnCTHTE cyObekTa MEepCOHANBHBIX
J@HHBIX

Cornacue Ha 06paboTKy IepCOHATBHEIX JaHHbIX.

CyObeKT NepCOHANbHBIX MAHHBIX IIPHHAMACT pelleHHe O NPEIOCTABICHHH €T NEPCOHANLHAIX JaHHBIX M JaeT COIIacHe Ha MX
06paboTKy cBoOOIHO, CcBOEH Bonmel W B CBOEM HHTEPECE. Comtacue Ha 06paGOTKY MePCOHATBHBIX NAHHBIX JIOTKHO OBITH
KOHKPETHBIM, HH(OPMHPOBAHHBIM 1 CO3HATENILHEIM.

Cornacue Ha 06pa6oTKy NepCOHANBHBIX JAHHBIX MOXKCT GbITh OTO3BAHO CYOBEKTOM MEPCOHATBHBIX IAHHBIX.

Coracue B MHCBMEHHON (opMe CyGBEKTa MEpCOHANBHBIX JAHHBIX Ha 06paGoTKy ero NepeoHANLHEIX JaHHBIX 10JDKHO BKJIIOYaTh
B.ce0s1, B YaCTHOCTH! : ' Fphes ;

1) damuaHio, MMs, OTYECTBO, anpeC cy0BeKTa TMepcoHAIbHEIX NaHHEIX, HOMEP OCHOBHOTO JOKYMEHT4, YAOCTOBEPSIOLIETO €T0
JIMYHOCTH, CBEACHHA O JaTe BBLIAYH yKa3aHHOTO JOKyMCHTA 1 BBIABIIEM €I0 OPraHe;

2) damuIHio, WM, OTYECTBO, anpec npencTaBuTeNs CyOheKTa MEpCOHATBHBIX JAHHBIX, HOMEp OCHOBHOTO JIOKYMCHT4,
YIOCTOBEPSIONIEr0 €ro JIMYHOCTb, CBEACHHA O jare BBIAAYM YKa3aHHOIO JOKYMCHTa H BBUIABIIEM €ro OpraHe, PEKBHU3HTBI
[OBEPEHHOCTH HJIM MHOIO AOKYMCHT, [1OATBEPKAAIOLIET0 [OIHOMOHA TOT0 npeacrasuTens (IpH TOTYYEHHH CODIACHI OT
TpenicTaBuTeNs CyObeKTa NepCoHaTbHBIX JIaHHBIX); :

3) HanMeHOBaHMe WM GaMUITHIO, UM, OTHECTBO H af[pec OTepaTopa, TOJyYaolIero CorNacHe cyOBeKTa MepCOHAIBHBIX NaHHBIX;
4) nenp 06pabOTKU NEPCOHATBLHBIX JAHHBIX, » :

5) nepeveHb MePCOHANBHEIX NaHHBIX, HA 06paGoTKy KOTOPBIX Ia€TCA COTIAcHe cy6beKTa MepcoHAIBHBIX IAHHBIX;

6) HauMeHOBaHWE WM (aMUWIMIO, HM4, OTYECTBO M aJpeC JHIA, OCYLIECTBIIOLICIO 06paboTKy MepCOHANbHBIX AdHHBIX IO
OpY4EHHIO ONeparopa, eCiu oGpaborka GyneT nopyueHa Takomy auLy;

7) mepedeHb NeHCTBHIL ¢ NEPCOHATBHEIMU JIaHHBIMH, Ha COBEPIICHHE KOTOPBIX AA€TCsA COMACHE, o61iee ONUCcaHNe HCTIONB3YEMbIX
onepaTopoM crocoGoB 06paGoTKK MEPCOHANBHEIX J@HHBIX; -

8) CpoK, B T€YEHHE KOTOPOIO nelicTByeT cornacue CyObeKTa NepCoHATbHBIX J@HHBIX, @ TAKKE CII0CO0 ero OT3hIBa, SCIHM HHOC HE
YCTaHOBJIEHO (eiepaTbHEIM 3aKOHOM;

9) noanKch CyOBEKTa MEPCOHANBHBIX AAHHBIX.

Llemn  06paboTKH: ~MPENOCTaBICHHE TAUMCHTY MEJMIMHCKAX YCTyr B TONHOM obbeme B COOTBETCTBHU  C
3aKOHOAATeNBCTEOM PO, B MEAHKO-IPOPHIAKTHYECKUX LETIAX, B_UEJISIX YCTAHOBJICHHSA MEAHIMHCKOTO AWArHO032, OKA3AHHS
MeIHUMHCKUX 1 METHKO-COMMATBHBIX YCJIYT, 3aKIIOUCHUC 1 MCTIOHEHHE IPaKIAHCKO-IIPABOBBIX M TPYAOBLIX A0TOBOPOB.

C}’6'BCKT nepconam:amx JIAaHHBIX UMEET MPaBo Ha 3aIlUTY CBOUX ITpaB ¥ 3aKOHHBIX HUHTEPECOB, B TOM 4YKCJIE Ha BO3MEILICHAC

yOBITKOB H (M) KOMIIEHCALIHIO MOpaJbHOIO Bpeaa B CyneOHOM MOPSIKE.
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C}’G'beKT NEPCOHAJIBHBIX JaHHBIX BIIPABC Tpe60BaTb OT OInepaTopa YyTOYHEHHs €ro NepCOHATBPHBIX JaHHBIX, HX 6J'IOKPIp0BaHPUI HIIH
YHHQTOXCHHSI B Cjly4ae, €CIM TEPCOHATBHBIC IAHHBIC SBJIAIOTCA HEMOJHBIMH, YCTapeBLIMMH, HETOYHBIMH, HE3aKOHHO
MOJIyYCHHBIMH HWJIM HE ABJIAIOTCA He0OXOOUMBIMH UL 3asBJICHHOH LIeIH 06p360TKH, a TaKKe INPUHUMAaTh NPEAYyCMOTPCHHBIC
3aKOHOM MEpBI 110 3allIMTEC CBOHX IIPaB. ’

Cy0BbeKT epCoHalbHBIX JAHHBIX HMEET NIPaBo Ha NOMydeHHe HHOpMaLuH, Kacaoweiics 06paboTKH €ro NepcoHalbHBIX NaHHEIX,
B TOM YHCIIE COAEPKaILeH:
1) monreeprkaeHue hakTa 06paGOTKH MEPCOHATBHBIX JAHHBIX ONIEPaTOPOM;
2) NpaBoBLIE OCHOBAHUA U LieH 00pabOTKH MEPCOHABHBIX AaHHbIX;
3) uenu ¥ NpUMEHsEMBIE ONePaTOPOM CIOCo0E! 00paboTKH MEPCOHANBHBIX NaHHBIX;
4) HAMMEHOBAHHE M MECTO HAaXOK/IEHHA ONepaTopa, CBEJCHHs O JHUAX (3a MCKIIOYECHHEM pPabOTHHKOB oreparopa),
KOTOpBIC HMEIOT JOCTYN K IEPCOHANBHBIM JaHHBIM WIH KOTOPSIM MOIYT OBITB PAacKpEITHI NEPCOHAILHEIC NaHHEIC Ha
OCHQBAHHMH [IOTOBOPA C ONEPATOPOM HITH Ha OCHOBaHHMH (heZepaTbHOro 3aKOHa;
5) obpabaTbiBaeMEle TEpCOHATBHBIE JAHHBIE, OTHOCANUIMECS K COOTBETCTBYIOUIEMY CYOBEKTY NMEPCOHANBHBIX NaHHBIX,
MCTOUHHK HX TIOYYEHHS, €CITH HHO# TOPSA/IOK PEACTABICHHS TAKUX JAHHBIX HE IPEAYCMOTPEH (ENCpalbHbIM 3aKOHOM;
6) cpoku 00pabOTKH MepCOHANBHBIX JAHHBIX, B TOM YHC/IE CPOKH HX XPaHEHHS,
7) TMOPANOK OCYIIECTBIEHHsS CyOBEKTOM MEPCOHATBHBIX NAHHBIX MPaB, MPEXYCMOTPEHHBIX HACTOAIINM DepepaabHBIM
3aKOHOM; : :
- 8) MHpOpMaLHMIO 06 OCYIIECTBIEHHOMN HIIH O TIPEITIONAraemMoi TPAHCTPAHUIHOH Mepesiaue NaHHbIX;
9) HauMeHOBaHUE HITH (HaMHITHIO, UM, OTYECTBO M aJIPeC JIHIA, OCYIIECTBIAIOMEro 06paGoTKy NepeoHANbHEIX JaHHEIX T0
TOPYYEHHUIO Oreparopa, eciau oGpaboTka nopyyeHa uii GyaeT mopyyeHa TakoMy JIHLY; :
10) uHBIe CBeAEHHUS, IPETyCMOTPEHHbIE HACTOAIMM DezepanbHbIM 3aKOHOM HIH ApyTHMH (hemepaabHEIMA 3aKOHAMH.

Vka3zaHHBIE CBEICHUS JO/DKHBI OBITH NpeAOoCTaBJICHBI Cyﬁ’bel(Ty NEPCOHANILHBIX JaHHBIX OIepaTopom B IIOCTYHHOFI Cl)OpMC.

CBe/leHHs TPeAOCTABISIOTCA CYOHEKTy MepCOHANbHBIX JaHHBIX HIIH €ro TPE/ICTABHTEINIO ONepaTopoM NpH 00palleHHH an6o npu
MOJIYYEHHH 3aIpOca, CyObEKTa NEPCOHANbHBIX: JAHHBIX WM €0 NPEACTABHTENA. 3anpoc JOJDKEH COACPIKATE HOMEp OCHOBHOTO
JOKYMEHTa; YIOCTOBEPSIOLIEr0 JMYHOCTh CYOBEKTa MEPCOHANBHBIX AAHHBIX WM €TO NPEACTABATEILA, CBECHHA O JaT¢ BhIAATH
yKa3aHHOTO JOKyMEHTa ¥ BBIABIIEM €ro OPraHe, CBEACHHs, MOATBEPKIAIOIIME YIacTHe CyObeKTa IMepCOHANBHBIX JaHHBIX B
OTHOLIEHHAX ¢ ONEPATOPOM (HOMEp JOroBOpa, AaTa 3aK/IIOYEHHs JOTOBOPA, YCIOBHOE CIOBECHOE 0003HAUCHHE H (win) MHBIE
CBEJIeHHA), MO0 CBeeHHs, MHBIM 00pasom moATBepxkaalonye pakt 00paboTKH MEPCOHANBHBIX NAHHBIX OMEPATOPOM, MOAMHCH
Cy6beKTa MepCOHATBHBIX JAHHBIX HITH €10 MPEICTABHTEIA. 3aNIpoC MOKeT ObITh HaNpaB/IeH B (opMe SNEKTPOHHOTO IOKYMEHTa H
TOANKCAH 3IEKTPOHHOM MOAMUCHIO B COOTBETCTBUH C 3aKOHOAaTeNbCTBOM Poccuiickol Menepauui.

B ciydae, eciii CBelleHH, a Takke oGpabaTiBaeMble ePCOHATbHbIC NaHHbIS OBUTH MPEIOCTABICHE! VIS 03HAaKOMJIEHHUS CYOBEKTY
TIepCOHATBHEIX JAHHBIX TI0 €TI0 3aIpocy, CyOBEKT NEPCOHAIBHBIX NAHHBIX BIIPAaBE 00paTUThCA IOBTOPHO K ONEPAaTopy HIIM
HAIPABHTH €My MOBTOPHBIH 3aNpOC B LENAX MOMYYECHHS CBEAEHMA H O3HAKOMJICHHS ¢ TAKHMH TEPCOHATBHBIMH JAHHBIMA HE
paHee 4eM uepe3 TPUALATH JHeH [0C/e MepBOHaYaIbHOTO OOAIICHHs MM HANpaBIeH!s NEPBOHAYATIBHOTO 3aMpoca, eCiH Gonee
KOPOTKHi CPOK He YCTaHOBJIEH (pefepaNbHbIM 3aKOHOM, IIPHHATHIM B-COOTBETCTBHH C HUM HOPMATHBHEIM IPABOBBIM aKTOM HIIH
JIOTOBOPOM, CTOPOHOM KOTOPOTo JTHGO BRIrofonprobpeTareieM Wik HOPYIUTEIEM M0 KOTOPOMY ABJIACTCA CyOBEKT MepCOHATBHBIX
JaHHBIX. S

Cy6BeKT MepcoHANBHBIX JAHHBIX BIpaBe 00paTHTLCs MOBTOPHO K ONEpaTopy MIM HAMpPaBUTL eMy TMOBTOPHBIN 3ampoC B LETAX
TONyYeHHs CBENEHHMH, a Takwke B LENAX O3HAKOMIEHHs ¢ 0OpaGaThIBaeMBIMH TeEPCOHANBHLIMH JAHHBIMH [0 HMCTCYCHIA
YKa3aHHOTO CPOKa, B C/lyd4ae, eClIi TaKHe CBeleHHs U (11m) o6pabarTbiBacMble NEPCOHANBHBIC JAHHBIC HE OBbLIM IIPENOCTABIEHBI
eMy U1 O3HAKOMIIEHHs B IIOJHOM 00beMe IO pe3y/bTaTaM pacCMOTPEHHs NEPBOHAYAILHOTO obpamenus. [ToBTOPHBIH 3ampoc
HapsALy CO CBEJEHHUAMH, YKa3aHHBIMU B YaCTH 3 HACTOAIICH CTaThH, JOJUKEH CONEpXKaTh 000CHOBaHKE HAIIPABICHHS TTIOBTOPHOTO
3anpoca. : ‘

TTpaBo cybBeKTa MepCOHANBHBIX IAHHBIX Ha JOCTYIl K €r0 NEepCOHATbHBIM JaHHBIM MOKET OBITH OTPaHMYEHO B COOTBETCTBHU C
(enepaabHEIMH 3aKOHAMH, B'TOM YHCIIE SCIIH:

1) o6paGoTka IepCOHANBHEIX [AAHHbIX, BKJIOYAA IIEPCOHAIbHBIC IaHHBIE, MONYYCHHBIE B PE3YIETaTe ONEpaTHBHO-

Pa3BICKHOM, KOHTPPA3Be/bIBATE/bHOM U Pa3BelbIBATE/IbHOM NEATENbHOCTH, OCYIIECTBIACTCA B LEILIX 0GOpOHBI CTPaHbI,

6e30MacHOCTH IOCYAapCTBa H 0XPaHbl IPABONIOPAIKA; \

2) '06paGoTKa <MEPCOHATIBHEIX JAHHBIX OCYIIECTBIACTCA OPraHAMM, OCYIECTBHBIIMMH - 3a[CPKAHHC cyOBeKTa

TNepCOHANBHBIX JaHHBIX I10 MOJO3PEHHIO B COBEPLICHHH MpPECTYIUICHNUS, 160 MpebABUBIIMME CyOBEKTY. EpCOHATBHBIX

JAHHBIX OOBMHEHHE [10 YTOIOBHOMY /€Iy, 1160 IPHMEHHBIINMH K CyObEKTY IEPCOHATLHBIX AAHHBIX MEPY MPECEUCHHI 10

. IPETbABNEHUS  OOBHHEHHsA, 33 MCKIIOUEHHEM MPEIYCMOTPEHHBIX YTOJOBHO-TPOLECCYaTbHBIM 3aKOHOAATEIHCTBOM

Poccuiickoit ®Denepanny CirydaeB, €CIH JOMYCKAeTCs ‘03HAKOMJICHHE TMOZ03peBacMOro M OOGBHHAEMOTO C TaKHMH

[ePCOHAILHBIMU JaHHBIMU; - ‘
3) 06paboTka TeEPCOHAIBHBIX AAHHBIX OCYIIECTBIETCS B COOTBETCTBHHM C 3aKOHOLATENBCTEOM O NPOTHBOACHCTBHH
Meranu3anuy (OTMBIBAHHIO) IOXOOB, TOMydEHHBIX MIPECTYIHBIM MyTeM, i QHHAHCHPOBAHHIO TEPPOPH3IMA;
4) noctyn Ccy6heKTa NEPCOHANBHBIX JAHHBIX K €r0 MEPCOHATBHBIM JAHHBIM HAapyWIacT Npasa M 3aKOHHEIC HHTEPECHI
TpPEeThUX JIULI; .
5) 06paboTka MePCOHANBHBIX AGHHBIX OCYHIECTBISETCA B CIydasX, NPeXyCMOTPEHHBIX 3aKOHOAATCILCTEOM Poccuiickoit
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dezepanuu O TPAHCTIOPTHOH 0€30MACHOCTH, B LEIX ofecrederHus yCTOHIHUBOrO H 6e30MacHOr0 (YHKIIOHMPOBAHHUS
TPAHCTIOPTHOTO' KOMILTEKCA, 3AUIHTBl HHTEPECOB THIHOCTH, ofIIecTBa U roCyIapcTBa B chepe TPAHCTIOPTHOTO KOMIUIEKCA
OT aKTOB HE3aKOHHOI'0 BMEILATeNbCTBA. i

Eciau CyGBeKT MepCOHANBHBIX NAHHBIX CHYMTACT, |TO ONEparop ocymecTBaseT 06pafoTKy ero MepCOHANbHBIX MAHHBIX ©
HapylueHueM TpeOOBaHMil HACTOALIETO DezepanbHOTO 3aKOHa WM HHbIM 00pa3soM HapyLIaeT cro npasa u cBOOOMBL, CYOBEKT
TIepCOHATBHBIX JaHHBIX BNPaBe 00XKaNoBaTh neiictBus win Oe3zeHcTBUE Oreparopa B YIIOJHOMOYCHHBIA OpraH 1o 3aIlHUTE NPaB
CyOBEKTOB NMEPCOHATBHBIX TaHHBIX WK B cyneGHOM TOopsiZIKe.

CyOBbeKT IepCOHaIbHBIX JAHAEIX MMEET NMPABO HA 3alIUTY CBOMX MpaB W 3aKOHHBIX HHTEPECOB, B TOM YHCIE Ha BO3MELICHHE
YOBITKOB ¥ (HJIH) KOMIIEHCALIHIO MOPATILHOTO BPE/ia B cyneOHOM MOpPAIKE.

3. OpraHu3auus 3alMThl NEPCOHATLHBIX JTaHHBIX.

3.1. OCHOBHBIMH 00beKTaMH CHCTEMbI (€30M1aCHOCTH IepPCOHAIBHBIX AAHHBIX B OPraHu3alliu SIBJIAIIOTCS

- MH(OPMALIMOHHBIE PECYPCHI C OTPAHNYICHHBIM JOCTYTIOM, COAEpKalllie NepCOHANbHbIC NaHHBIC;

- mporeccsl  06paGOTKM MEPCOHANBHBIX  IAHHBIX B MHQOPMALMOHHBIX CHCTEMaX MEPCOHANBHBIX JIAHHBIX
OpraHuzaiyy, MHGOPMALMOHHBIE TEXHOIOTHH, periaMeHTsl M TPOLETyphI cGopa, 0OpaGOTKM, XpaHeHHs H Teperaiu
nH(OPMALMH, IEPCOHAT pa3paboTYnKOB H [107b30BaTENE CUCTEMBI 1 €€ 00CITYKHBAIOLLHI NIEPCOHATL,

- MH(pOpPMaLHOHHAA HHPACTPYKTYpa, BKIOYAOMIad cucTeMbl 00pabOTKH U aHalIn3a MH(OPMALIIH, TEXHHYECKHE 1
NpOrpaMMHEIE CPEACTBA €€ 06paboTky, nepefadn H otoGpaskeHus, B TOM YHCIC KaHAJIBI uH(pOPMALHOHHOTO OOMEHa U
Te/TeKOMMYHUKALIHH, CHCTEMBI H CPEICTBA 3aILUThI nHdopMaLHH, 00BEKTHI U TIOMEILCHH, B KOTOPBIX PACIIONIOKEHbI TEXHHYECKHE
cpeacTBa 0GpabOTKH MEPCOHANBHBIX AAHHBIX.

3.2 Lemu 3aIIUTEI :
OCHOBHO# 1€/bI0, Ha JJOCTHKEHHE KOTOPOH HanpaB/eHBI BCE nonoxenus Hacrosuer [ToTHTHKH, ABIACTCA obecreueHHne
3aLIUTH] IEPCOHATBHBIX JAHHBIX B COOTBETCTBUMU C TpeGOBAHMAMH 3aKOHOATENLCTBA.

VikasaHHas [eTb OCTHraercs MOCpenCTBOM obecrieueHus M TOCTOAHHOTO MOAEPKAHHs CIENYIOUIHX CBOHCTB
NepCOHANBHBIX JAHHBIX: .

—  [OCTYMHOCTH TIEPCOHANBHBIX JAHHBIX I JeralbHbIX nonp3oBarenel  (ycToiuuBOro (yHKIHMOHMPOBAHMA
HH(OPMALMOHHBIX  cHCTeM - OpraHH3auuy, NpH KOTOpOM [OJIb30BATEI HMEKT BO3MOXKHOCTH IOIYHCHHA Heo0XoaUMBIX
NepCOHATBHBIX JAHHBIX 1 PE3YNETaTOB PELICHUS 3a/at 32 TpremMIIeMoe JUIS HUX BPeMs); -

— | IEeNOCTHOCTH W  ayTeHTHYHOCTH (HOATBEPXKACHHE aBTOPCTBA)  NEPCOHATBHBIX NAHHBIX, XPAHUMBIX H
o6pabarsiBaeMbIX B MHPOPMALIMOHHEIX CHCTEMAX OpraHu3aUMK | TTepeaaBaeMoii 110 KaHalaM CBA3N;

~  KOH(WIEHIMANLHOCTH - COXPaHCHHI B TaifHe ONpEJEEHHOH YACTH NEPCOHABHBIX JAHHBIX, XPaHUMBIX,
06pabaTbIBaeMBbIX H Iepe/IaBaeMbIX 10 KaHanaM CBASH.

 Heo6XoauMbl# ypOBEHb JOCTYNHOCTH, LETOCTHOCTH 1 KOH(MHIEHINATBHOCTH MEPCOHATbHBIX JaHHBIX obecreunBaeTcs
COOTBETCTBYIOLIMMH MHOKECTBY 3HAYUMBIX YTPO3 METOAAMH H CPEACTBAMH.

3.3, OCHOBHBIE 314K CHCTEMBI 0fecreueHus 6e30MacHOCTH MEPCOHATLHEIX J@HHBIX -

Jlns DOCTHXKCHHMA OCHOBHOW LEJH 3ALUTEl oBecricueHus yKa3aHHBIX CBOWCTB TIEPCOHANBHBIX JAHHBIX CHCTCMA
obecrieuerus nHdopMaHoHHOA GesonacHocTH OpraHu3alui H0/LKHA obecrednBaTh dPEKTUBHOE PELICHHE CIIEAYIOLINX 3a/1a4:

o CBOEBPEMEHHOE BBIABICHUE, OLCHKA M NPOrHO3NPOBAHMC HCTOYHUKOB Yrpo3 HH(GOPMALMOHHOM 6e30MacHoCTH,
NPHYMH M YCJIOBHH, CIOCOOCTBYIOLMX HAHCCCHUIO yiepGa 3auHTEPECOBAHHBIM CYOBEKTaM MH(OPMALOHHBIX OTHOLICHHIH,
HAPYIICHHIO HOPMATEHOTO QYHKIHOHHPOBAHHA MH(OPMALMOHHBIX cucTeM OpraHu3aLKH; '

— ' Cco3iaHMEe MeXaHM3Ma ONEPATHBHOIO PEArMpoOBAHHA HA yIPO3LI 6e30macHOCTH MH(OpMAlLUK Y HEraTHBHBIC
TEeHICHIINH;

— - co3gaHMe YCNOBUM s MUHAMHM3AUMH W JIOKATH3AUHMH HaHOCHMOTO yllep6a HEnpaBOMEPHBIMH JCHCTBHAMHA
(U3NIECKUX U IOPUANICCKHX JIHILL, ocnabneHre HEraTUBHOTO BJIMSHUA M JUKBUIALMA Tnoc/aeACTBHI HapylIeHus 6e30MacHoCTH
nH(popMaLny; ' ' :

- 3aIMTy OT - BMEIATENbCTBA B MPOLECC YHKUMOHHPOBAHUA HMH(OPMALMOHHBIX CHCTCM OpraHu3anus
MOCTOPOHHMX JHIl (ZOCTYN K- HHQOPMAUMOHHEIM PECypcam JO/KHBl MMETh TOJBKO 3aPErMCTPUPOBAHHBIE B YCTAHOBICHHOM
TOpSUIKE [10JIb30BATENN); ‘ -

5 — . pasrpaHHYEHHE JOCTyNa nosb30BaTeneil K MH)OPMALHOHHBIM, anIapaTHbIM, MPOrPaMMHBIM H HHBIM pecypcam
Opraunzauyn (BO3MOXHOCTh JOCTyNa TOIBKO K TEM pecypcaM ¥ BBITIOJIHCHHA TOJBKO TEX omepauui ¢ HHMH, KOTOPBIC
HeOGXOIMME!  KOHKDETHBIM TONB30BATENAM JUIA  BBITIONHEHHA CBOWX CcykeGHBIX O0Of3aHHOCTEH), TO €CTb 3AUMUTY OT
HeCaHKIMOHUPOBAHHOIO TOCTYIIA,

e obecredeHne ayTeHTHQUKALMH OJB30BaTeNeH, yYaCTBYIOUMX B MH(OPMALMOHHOM oOMmeHe (TIONTBEPKACHNE
TOUTMHHOCTH OTIIPABUTEIA U [OTyqaTess uH(OpMALHK); 2

— ' 3amMTy OT HECAHKIHOHMPOBAHHOH MOIU(DHUKALMH® HCTIONB3YEeMBIX B MHQOPMAILMOHHEIX cHCTeMaX OpraHH3alui
NPOrPaMMHEIX CPEMCTB, a TAKKE 3AUIMTY CHCTEMBL OT BHE/IPEHHs HECAHKLHOHUPOBAHHEIX MPOrpaMM, BKIIOHAA KOMIIBIOTEPHBIE
BHUPYCEL, - v ] ' ‘

- 3amuTy MEQOpPMALMH OrPAHHYCHHOrO MOIB30BAHNA OT YTEUKH [0 TeXHHYECKHM KaHauaM IpH €e oGpabotke,

XpaHEHUH H TIepe/ade 10 KaHalaM CBA3H.
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" 3.4, OCHOBHBIE IyTH PEIICHHUS 3a/1a4 CHCTEMBI 3allIHThI

[TocTaB/IeHHBIE OCHOBHBIE 1I€JTH 3aIlIMTHI U PELISHHE TIEPEYHCIICHHBIX BBILIEC 3aa4 A0CTUIAI0TCA:

- CTPOTUM Y4YeTOM BceX MOMIEKAIUX 3aIIUTE PecypcoB MH(OPMAIMOHHBIX ‘cHcTeM OpraHusauMH(MH(popMaLny,
3a71a4, IOKyMEHTOB, KaHaJIOB CBA3H, CEPBEPOB, aBTOMATH3NPOBAHHEIX pabounx mecT);

- ’KypHAIMPOBAHHEM JIeHCTBHH IEpPCOHANa, OCYMIECTBIAIOMIETO o6cmykuBaHHEe © MOTU(HKALMIO MPOTPaMMHBIX 1
TEXHHUECKHX CPEICTB HHPOPMALIMOHHBIX CHCTEM;

- OJTHOTOM,  peaybHOM  BHIMOJHUMOCTBIO M HENPOTHBOPEYHBOCTBIO Tpe6GoBaHMI * OpraHU3aLUOHHO-
pacTOpsUTENbHBIX JOKyMEHTOB OpraHu3aluy o BOIpocaM obecreaeHHs 6€30MacHOCTH HHPOPMALUH;

- TOATOTOBKOH  JIOJDKHOCTHBIX  JIHIL (COTpYIHHMKOB), OTBETCTBCHHBIX 3@ OPraHM3AlMI0 M OCYLICCTBICHHC
NPAKTHYECKUX MEPONPHUATHI 10 06ecTiedeH 0 6e30MacHOCTH EPCOHANBHBIX JAHHEIX H TIpoLEeccoB HX 06paboTKH;

- HaJle/leHHeM KaXIO0ro COTPYIHMKA (MONb30BATE/N) MHHMMAIBHO HEOOXOMMMBIMH IUIS BBITOJHCHHA MM CBOHX
(DYHKIMOHATBHBIX 00A3aHHOCTEH MOTHOMOYHAMH IO AOCTYITY K MH(OPMALHOHHBIM pecypcam OpraHu3aLuH;

- YeTKMM 3HAHMEM W CTPOTMM  COONIONEHHEM BCEMH  TOJIB30BATC/IAMU HH(QOPMaUMOHHEIX ~ CHCTEM
OpraHW3alMATPEOOBAHAH OpraHM3aUMOHHO-PACTIOPANUTEBHBIX  IOKYMCHTOB  TO  BOTPOCaM obecriedeHus 6€30MaCHOCTH
HH(POPMALIUH,

= TepCOHATIBHON OTBETCTBEHHOCTBIO 33 CBOH JeHCTBUS KaXIOTo COTPYAHHMKA, B PaMKax CBOMX (YHKUMOHAJIBHBIX
06s3aHHOCTel HMEIOLIEro A0CTYN K HHGOPMALMOHHEIM pecypcaM OpraHu3aluy;

- HETPEPEIBHEIM  IIOAAEPXKAHHEM HEOGXOAMMOr0 YPOBHs 3alIMIIEHHOCTH EMEHTOB MHGOPMALMOHHOH CPEABI
OpraHu3anuy; .

= TIpEMEHEHHEM (QH3MYECKHX M TeXHHIECKAX (IpOTpaMMHO-AMNNapaTHBIX) CPEACTB 3alIUTEI PECYPCOB CHCTEMEBI
HeNpepbIBHOH aIMUHICTPATHBHOH IOAAEPIKKOH HX HCIIO/IB30BAHH;

= >bGEKTHBHBIM KOHTPONIEM Hal COGIONCHHEM [0MIb30BaTe/SIMH  MHGOPMALMOHHEIX pecypcoB OpraHu3auuu
TpeGoBaHmuii 10 0Gecreuennio 6e30macHoCTH HH(OpMALHH;

= JOpHAMYECKOH 3aLIuTol HHTepecoB OpraHU3aLUA [IPH B3aUMOJICICTBHH ¢ BHEIIHMMH OpraHH3alUAMH (CBA3aHHOM
¢ 0OMEHOM IIEPCOHAIBHBIMH JIaHHEIMH) OT NPOTHBONPABHBIX ACHCTBHM, KaK CO CTOPOHBI 3THX OpraHu3alui, Tak U OT
HEeCAHKIIMOHHPOBAHHEIX AeHCTBHI 06CTY/KHBAIOIETO MEPCOHANA H TPETHHX i A

4. TlocTpoenme cucTeMbl, ofecmeyenusi 0e30MacCHOCTH IePCOHATLHBIX AaHHpIX Opranusauud, H o ee
(yHKIMOHHPOBAHHE JOLKHBI OCYLIECTBSTECS B COOTBETCTBUH €O CJICAYIOIUHMMH O0CHOBHBLIMM NPHHIUIAMH:

—  3aKOHHOCTB,

—  CHCTEMHOCTD;

—  KOMIUIEKCHOCTB,

—  HENpEepHIBHOCTE,

— . CBOEBPEMEHHOCTE,

—  IpeeMCTBEHHOCTb U HENPEPBIBHOCTE COBEPIICHCTBOBAHMA,

—  pasyMHas IOCTaTOYHOCTh (IKOHOMHIECKAs 11e71€C000Pa3HOCTh);

—  TepcoHajbHasg OTBETCTBEHHOCTB,

—  MHUHHMH3ALHUSA TOTHOMOYHH,

—  HCKJIIYeHHE KOH(IIMKTa HHTEPECOB;

—  B3aMMOAEMCTBUE U COTPYAHUYECTBO;

—  THOKOCTH CHCTEMBI 3aIIHTHI;

—  OTKPBITOCTH AIFOPHTMOB M MEXAHH3MOB 3aLLIUTBI,

—  TpOCTOTA NPHMEHEHHA CPECTB 3ALINTEI;

—  000CHOBaHHOCTH M TEXHUYECKAs pean3yeMOCTh,

— . crienManM3auus ¥ NpohecCHOHaIN3M;

—  0053aTeNEHOCTb KOHTPOIA,

4.1. 3aKOHHOCTH !

IpeamonaraeT OCyIECTBIEHHE 3AlIHTHBIX MepONpHATHIl U pa3paboTKy CHCTEMBI 6€30MacHOCTH MEPCOHANBHBIX NaHHBIX
OpraHu3alyy B.COOTBETCTBHH C ACHCTBYIOIMM 3aKOHOATEILCTBOM B 00/IaCTH 3aLUTHI MEPCOHANBHBIX NaHHBIX, 8 TAKKC APYTHX
3aKOHOJATENBHBIX aKTOB II0 Oe3omacHocTH HH(opMauuu PP, ¢ MPUMEHEHHEM BCCX NO3BOICHHBIX METOI0B OOHapyKEHHS U
TpeceyeHns PaBOHAPYIIEHHH TIpH paboTe ¢ MepCOHANBHBIMA JAHHBIMH. TlpuHsTEIE MepbI 6€30MacHOCTH NMEPCOHATBHBIX TAHHEIX
He JOJDKHBI PENATCTBOBATH AOCTYITY PABOOXPAHUTE/IBHEIX OPTaHOB B IIPC/yCMOTPCHHBIX 3aKOHOHATENILCTBOM CIIydasX.

Bcee monb30BaTeny UHGOPMAUHOHHBIX CHCTEM Opranu3auuy JO/DKHBI UMETh TPEACTABICHHAS 006 OTBETCTBEHHOCTH 3a
TpaBOHAPYIIEHHs B 001acTH 06paGOTKH NMEepCOHATBHBIX JaHHBIX.

4.2. CUCTEMHOCTD ’ . :

CHCTeMHBIH TOAXON K TOCTPOEHHIO CHCTEMBI 3aIIMTHl HH)OPMALMH B OpraHu3auMy TpeANonaraeT y4eT BCeX
B3aMMOCBA3aHHBIX, B3aHMOMACHCTBYIOWMX M H3MEHSIOMMXCA BO BPEMCHH OJICMCHTOB, yenoBHit ¥ (aKTOpOB, 3HATMMBIX IS
MOHMMAHHA 1 PelIeHUs npobaeMs! obecrnedenns 6e30nacHOCTH NEPCOHATILHbIX JARHHEIX.

. IIpy cO37aHMK CHCTEMBI 3aLUMTHI JODKHBI yYHTBIBATECA BCE ciaObie ¥ HanGosnee yA3BUMBIC MECTa HHOPMAIHOHHBIX
cucteM OpraHu3alliH, @ TAKKe XapakTep, BO3MOXKHEIC 0OBEKTHl M HATIPABJICHHs aTak Ha Hee €O, CTOPOHEI HapyIIUTENeH
(0coOEHHO BBICOKOKBATU(ULPOBAHHBIX 3710yMBILIEHHHKOB).

CreTeMa  3alllMTHl  IOJDKHA CTPOMTBCS C YUETOM ~HE TONBKO BCEX H3BECTHBIX KaHaJIOB TPOHUKHOBEHHA H
HeCaHKIMOHMPOBAHHOrO AOCTYNa K WHQOPMAUWH, HO M C ydeTOM BOSMONHOCTH TOSIBJIGHUS TPHHIMITHAIEHO HOBBIX IMyTEH

peau3aLyuy yrpo3 6e30MacHoCTH.
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4.3, KoMIIeKCHOCTE

KOMITIEKCHOE HCHOJIB30BAHHE METONOB M CPEACTB 3alIMTHl KOMIBIOTEPHBIX CHCTEM IIPEATIONAraeT COIIACOBAHHOE
IPUMECHEHHE DPAa3HOPOAHBIX CPEACTB IpH IOCTPOEHHH LENOCTHOH CHCTEMBI 3alLUKTBI, [EpEeKpPBIBAIOILEH BCE CYLICCTBEHHBIC
(3HAYMMBIE) KaHAIB! PeaTH3allii YTPO3 H He ColepXKalled c1abblX MECT Ha CTHIKaX OTACIBHBIX €€ KOMIIOHCHTOB. 3amuTa JO/KHA
CTPOHMTBCA SIIETOHUPOBAHO. BHEWIHAA 3almMTa NOKHA 0GECredHBaThCs (M3MUECKUMH CPEICTBAMH, OpraHU3alMOHHBIMH H
[PaBOBBIMU MEPaMH,

4.4, HenpepbIBHOCTB 3aILUTEI

OGecrieueHue OE30NMACHOCTH MEPCOHATBHBIX JAHHBIX - MPOLECC, OCYIIECTBIAEMBIH PYKOBOACTBOM OpraHu3aluy,
OTBETCTBEHHBIMU 32 OPTaHHM3aLMI0 06palOTKH NMEPCOHAIBHBIX NaHHBIX U COTPYAHHMKAMH BCEX ypOBHEH. DTO HE TOJIBLKO M HE
CTOJIBKO TPOLIEAYpa WM MOIHTHKA, KOTOpas OCYIIECTBIACTCS B OTpe/IeNIeH Bl OTPe30K BPEMEHH HIIM COBOKYIHOCTH CPEICTB
3aIATHI, CKOMBKO TIPOIECC, KOTOPBIH AOMKEH MOCTOAHHO MATH HAa BCEX YPOBHAX BHYTPH Oprasu3alii 1 KaKIeIH COTPYIHHUK
OpraHu3alyy I0JDKeH IPUMHAMATH y4acTHe B 9TOM Ipouecce. JearenbHoCTb 1o obecrieyeHNI0 HHPOPMALHOHHOH 6€30MacHOCTH
SBJISlETCS COCTABHOM YacThIO TIOBCEAHEBHOM AesTenbHoCTH Opranusanun. U ee 9 HeKTHBHOCTE 3aBHCHT OT y4acTHA PyKOBOLCTEA
OpraHu3zauyy B 06ecriedeHnH HHQOPMALMOHHOI 0€30MacHOCTH NEPCOHATBHBIX JTaHHBIX.

Kpome Toro, GOBIIMHCTBY (M3MMECKUX M TEXHHYECKHX CPEACTB 3alUTBI JJIA 5()(pEKTHBHOrO BBIMOIHEHAS CBOUX
(yHKIMHE HeoOXouMa MOCTOSHHAS OpraHU3allMOHHAs (aAMHHHCTPATHBHAS) TOJIEPIKKA (CBOCBPEMEHHAs CMCHA H obecrieyeHne
TPABWJIBHOTO XPAHEHHs M MPHUMEHEHHs WMEH, Mapojiei, Nepeonpenenenne monHoMouni U T.L.). IlepepbiBbl B paboTe CpencTs
3aUTEl MOTYT GBITh HCTONL30BAHEI 3MOYMBIULICHHHKAMH /IS AHANK3a NPHUMEHAEMBIX MCTOAOB H CPE/ICTB 3ALIMTRL, AT
BHE/[PEHHA CTICUMATBHBIX TPOrPAMMHBIX M AITApaTHBIX "3aK/IafoK" ¥ IPYTHX CPEACTB MPCOLOTICHH SaIlHUTRL

4.5. CBOEBPEMEHHOCTh

TIpeanonaraeT ynpexaalomuii xapakrep Mep obecrieueHus 6e30MacHOCTH NEPCOHATEHEIX J@HHBIX, TO €CTh IIOCTAHOBKY
3a71a4 10 KOMIUIEKCHO# 3alIHTe MEPCOHANBHBIX JaHHBIX H PEaTH3aluio Mep 0GeCedeHHs 6€30IaCHOCTH TIE€PCOHANBHBIX JaHHBIX
HA PaHHMX CTa/UAX Pa3paboTku HHYOPMALMOHHBIX CHCTEM B IIEJIOM U HX CHCTEM 3aIlUTEI, B 1aCTHOCTH.

Pa3paGoTka CHCTEMBI 3allMTBl JOJDKHA BECTHCh IapajUIebHO C pa3paGoTKOH M Pa3BHTHEM CaMHX 3allMIIAEMbIX
MH(OPMAIMOHHBIX CHCTEM. DTO TI03BONHT yHeCTh TPeGOBaHHs 6e30MaCHOCTH NPH MPOCKTHPOBAHUH apXUTCKTYPEI Y, B KOHEYHOM
cuete, co3nath Gojee 3 deKTHBHBIE (KaK MO 3arparaM pecypcos, Tak H IO CTOMKOCTH) CHCTEMBI, 00/Ia1alolIie A0CTaTOYHBIM
YPOBHEM 3aIIUIIEHHOCTH. |

4.6, IIpeeMCTBEHHOCTD U COBEPIICHCTBOBAHUE

TIpeamonaraeT MOCTOSHHOE COBEPIICHCTBOBAHME MEp M CPEICTB 3ALMThl MEPCOHANBHBIX JAHHBIX Ha OCHOBE
IPEEMCTBEHHOCTH ~ OPFaHM3aLMOHHBIX M TEXHHYECKHX pellleHHii, KaZpOBOTO COCTaBa, aHauu3a  (yHKUHOHHPOBAHHS
MHQOPMAUMOHHBIX cHcTeM OpraHM3alMu ¥ CHCTEMBI MX 3alUTEl C yHETOM HW3MEHEHWH B METOHaX M CPEelICTBax MepexBara
MH(OPMALMH, HOPMATHBHBIX TPEGOBAHHIA I10 3AIIMTE, TOCTUTHYTOrO OTEYECTBECHHOTO H 3apy0eXKHOTO OMbITa B 3TOH 06/IACTH.

4.7. PazymMHas JOCTAaTOYHOCTh (IKOHOMUYECKAs 11e71€C000pa3HOCTh)

INpeamonaraeT COOTBETCTBHE YPOBHA 3aTparT Ha obecredyeHue 6€301aCHOCTH TEPCOHATBHBIX JAaHHBIX IEHHOCTH
MH(OPMAITHOHHBIX PECYPCOB U BEIHYHHE BOSMOXHOTO yIepOa OT MX pasTialleH s, yTPaThl, yTeuku, YHUYTOXKEHHS U HCKaKEHHS.
Vcronb3yeMele Mephl M cpefcTBa obecredeHHs Ge30macHOCTH HH(QOPMAIMOHHBIX PeCYpCOB HE [OJDKHEL 3aMETHO YXYALIaTh
PrOHOMHYECKHE TIOKA3aTe/ M PAGOTE KOMIIOHEHTOB HH(POPMALMOHHBIX CHCTEM OpraHu3auuH,

IMepcoHanbHas OTBETCTBEHHOCT

" [peamonaraer BO3JOXKEHHE OTBETCTBEHHOCTH 33 00ECIICYCHHE 6€30IIaCHOCTH MEPCOHATBHBIX JAaHHBIX M CHCTEMBI HX
06paboTKH Ha KaXkA0TO COTPYAHMKA B NpeZenax €ro MOJHOMOYHMH. B COOTBETCTBHHU ¢ 9TUM IPHHIIHMIIOM PACTPENCICHHE IPaB U
06A3aHHOCTel COTPYAHMKOB' CTPOUTCA TaKMM 00pa3oM, yT06E B CiTydae OGOTO HApyWEHHs KpYT BHHOBHWKOB OBLT YETKO
M3BECTEH WIH CBEAECH K MUHUMYMY.

4.8. MUHAMH3AIHS TTOTHOMOQUHH'

O3HayaeT MNpPEIOCTABICHME MO/B30BATENIM MHHMMATbHBIX MpPaB J0CTyna B COOTBETCTBHA  CO cryxebHOH
He0OX0AMMOCTBI0. JIOCTYN K HEpPCOHANbHBIM JAHHBIM [OJDKCH MPENOCTABIATECA TONBKO B TOM cnydae W o0beMe, eciu 3TO
HEOOXOIMMO COTPYIHUKY UL BBITIOMHEHHS €TI0 JODKHOCTHBIX 00sA3aHHOCTEH.

4.9. - Hckmouenre KOHGIUKTa HHTePecoB (pasaeneHue dyHKIH)

Sddexrusnan cucTeMa obecreuenns HEYOPMALMOHHOM GE30NACHOCTH NPEANIONAraeT YETKOS PasiCICHIC o0s3aHHOCTEH
COTPYIHHKOB M HCKIIOYEHHE CHTYaluH, Koraa cepa OTBETCTBEHHOCTH COTPYAHHKOB AOIMYyCKAeT koH(MKT HHTEpecoB. Cheprt
TOTEHIMANBHBIX KOH(IMKTOB J0DKHBI BBIAB/IATECA, MUHHMH3UPOBATHCS, M HAXOMUTCA MOA CTPOTHM HE3aBUCHMBIM KOHTPOJTCM.
Peanu3amys JaHHOTO NPHHIMIA NPEANO/AraeT, YT HE OIMH COTPYAHHK HE JOKCH HMETb IIOJIHOMOYHI{, TO3BOJIAIONIMX €My
¢IMHOIMYHO OCYIIECTBIATH BBINOIHEHHE KPUTHYHBIX onepauui. Hazxenenne COTPYAHHKOB MOTHOMOHHAMY, MIOPOXKAAOIUMHU
KOH(JIMKT MHTEPECOB, AaeT €My BO3MOXKHOCT TOJTACOBBIBATH MH(OPMALHIO B KOPBICTHBIX LE/AX HJIH € TEM, 4TOObI CKPBITh
npoG/IeMBl WIH NOHECEHHbIEe YOBITKH. [ CHIKEHUA PHCKA MAHHMITYJMPOBAHIA [EPCOHANBHBIMU JAHHEIMH H pHCKa XULIEHMS,
TaKue TOTHOMOYHMS JOMKHEI B MAKCHUMAJIBHO BO3MOXKHOW CTEleHHM ObITh pasjiefeHbl MEXIy Pa3fM9HBIMM COTPYIHHKAMH HIIH
noapa3jeNeHusIMH opraHu3aiuu. Heo6xonumo mpoBoauTh TepHoMYeCKUe POBEPKH 00A3aHHOCTEH, PyHKLMI H JeATENBHOCTH
COTPYIHHMKOB, BBIIONHAOIMX KIIO4EBbe (YHKUHH, C TEM, 4yToG5l OHM HE HMMEIM BO3MOMKHOCTH CKpBIBATH COBEPLICHHE
HenpaBoMepHBIX AcHcTHit. Kpome Toro, HeoGXoAuMO NPHHUMATh CIICLHATBHEIC MEpBI IO HEIOMYIICHHIO CTrOBOpa MEXIY
COTPYRHHMKAMH. @ ' :

©74.10. . IT'uOKOCTh CHCTEMBI 3aLUUTEI . : P
Crucrema obecriedeHus HHMOPMALMOHHOM Ge30MacHOCTH AOMKHA GBITh criocoGHa pearnpoBaTh Ha W3MEHEHHs BHENIHEH
CpeIbl M YCIoBHH ocymiecTBIeHus Opranu3alii CBOCH e TeNbHOCTH. B uHCII0 TAKAX U3MEHEHHH BXOJIIT:
' ~  W3MeHeHHs OpTaHM3ALMOHHON M MTaTHOH CTPYKTYpsl OpraHu3aluy;
—  W3MEHEHHE CYLIECTBYIOIIMX WM BHEAPCHHE IIPHHLHINAIBHO HOBBIX MH(OPMALHOHHBIX CHCTEM;
—  HOBBIE TEXHHYECKHE CPEICTBA. ‘



4,11.  OTKpHITOCTh AITOPATMOB U MEXaHH3MOB 3QIUTHI :

CyTh TpHMHUMIA OTKPHITOCTH @JIrOPUTMOB H MeXaHH3MOB 3QIIMTHl COCTOMT B TOM, 4TO 3allUTad HE IOTKHA
obecreunBaTbCs TONBKO 33 CUeT CEKPETHOCTH CTPYKTYPHOH OpraHM3alyy H AIrOPHTMOB - (PYHKIHOHUPOBAHHA €€ TOACHCTCM.
3HaHWe ANTOPHTMOB PaGOTHI CHCTEMBI 3AIUTEL HE AOMIKHO JaBaTh BO3MOKHOCTH €€ TPEONOICHHA (maxke aBTOpam). IT0, OAHAKO,
He 03HAUAET, 4TO MH(pOpMAIHs 06 HCTIONB3YEMBIX CHCTEMAX H MeXaHH3MaX 3alUThl TOIKHa OBITh 061 0CTyHa.

4.12.  TIpocToTa NPUMEHCHHA CPEICTB 3AlMTHI

MeXaHH3MBI ¥ METO/IBI 3AIIUTEI IOTKHEI GbITh MHTYMTHBHO TIOHSTHBI U TIPOCTE! B ncnons3oBanuy. [IpMEHCHHE CPEACTB
1 METOJIOB 3AIUMTHI HE JO/KHO OBITh CBA3AHO CO 3HAHMCM CITeIMAbHBIX A3BIKOB WM C BBITOJTHEHHCM neifcTBUM, TpeOyrOUINX
3HAYATENBHBIX JOMOJHUTEIBHBIX TPYAQ3aTPaT IpH 06bI4HOM paGoTe 3aperuCTpUpOBAHHBIX [onB30BaTeNel, a TakKe He NOIDKHO
Tpe6oBaTh OT I0/IB30BATEILA BBITIOTHEHIA PYTHHHBIX MAJIOTIOHATHBIX €My orepauui.

4.13.  O60CHOBAHHOCTH M TEXHHYECKas peann3yeMocTh ’

WHdOpMaLUOHHbIE TEXHOIOTHH, TEXHHIECKHUC H IIPOrpaMMHBIC CPEACTBA, CPEACTBA M MEPEI 3aLUTEl IEPCOHATBHBIX
JAHHBIX AO/DKHBI OBITH PEaNn30BaHBl HA COBPEMCHHOM ypOBHE Da3BUTHs HAyKH M TEXHHKH, 060CHOBAHEl C TOUKH 3PCHHSA
JOCTHKEHHs 3aJaHHOro yPOBHs (e30macHOCTH MHpOpPMALIMK U SKOHOMHMUECKOH I1eNeco00pasHOCTH, @ TaKKe JOIKHEI
COOTBETCTBOBATh YCTAHOBICHHBIM HOPMaM H TpeGoBanmsM 110 6e30MaCHOCTH NEPCOHALHBIX JaHHBIX.

4.14. Crheumanu3aus U Npo(peccHoHamnsM -

[peanonaraeT MpPHUBJICICHHE K pa3paboTKe CpeACTB W pealH3alii Mep 3AUIMTB TEPCOHATBHBIX JAHHBIX
CHeIMANU3HPOBAHHBIX OpraHu3aLyii, HanGonee MOATOTOBNEHHBIX K KOHKDETHOMY BHIY JeATeNnbHOCTH MO  00ECHeuCHHIO
Be30MacHOCTH HHHOPMALMOHHBIX PECYPCOB, NMEIOLIMX OIBIT TpaKTHaeckod paboThl M roCyapCTBEHHYIO JIMIIEH3UI0 Ha MPaBoO
OKa3aHMA YCIyr B 9Toi 06macTH. Peay3anus  aIMMHHCTPAaTHBHBIX MEp M OKCIUTyaTaiui CpeAcTB 3alIMTHl JIO/DKHA
OCYIIECTBIATECA ; TPO(GECCHOHATBHO [OArOTOBJICHHBIMH  CIIELHATHCTaMU Oprasu3auuy - (OTBETCTBEHHBIX 33 OpraHH3aluio
TepcoOHATBHEIX TAHHBIX).

4.15.  O06s3aTeMBHOCTH KOHTPOJISA

Ipennonaraet 0643aTeIbHOCTE U CBOEBPEMEHHOCTh BBUABJICHHA W NPECCUCHHA [OIBITOK HApyLUICHHs YCTaHOBJICHHBIX
npasmi, obecreuenns 6e30MacHOCTH [EPCOHANBHBIX /@HHEIX, Ha OCHOBE MCTIONB3YEMBIX CHCTEM: M CPE/CTB  3allHTEI
NepCOHATBHBIX JAHHBIX, TIPH COBEPIICHCTBOBAHMH KpHUTEPHEB M METOI0B OLEHKH 3 (PEKTHBHOCTH 3THX CHCTEM U CPEICTB.

KoHTpoinb 3a JIEATEIBHOCTHIO MOGOro MOb30BATENs, KKIOro CPECTBA 3AlUMTBL X B oTHOINEHMH Moboro 00beKTa
3aIIUTHl JOMDKEH OCYIIECTBIATECA HA OCHOBE PUMEHEHHA CPEACTB ONEPaTHBHOIO KOHTPOJA M PETHCTpaluu M JIOIDKCH
OXBaTHIBaTh KaK HECAHKIIMOHMPOBAHHEIE, TaK 1 CaHKLMOHNPOBAaHHBIE NIEHCTBHA TI0JIb30BATENIEN.

Kpome Toro, apdexTupHas cHeTeMa o6ecredenns MH(GOPMALHOHHOH GEe30MaCHOCTH TpebyeT HaIu4Hsi aJIleKBaTHOH H
BeeoGbeMoNIeH MHMOPMALMK O TEeKYIIeM COCTOSHHH TPOIIECCOB, CBA3AHHBIX C ABHKCHHEM MH(pOpMaLMK W CBEACHHH O
COBMIOCHNH YCTAHOBJICHHBIX HOPMaTHBHBIX TpeGoBaHHH, a TaKKe JIOTIOTHUTENBHOR MH(pOpMaLmH, MMeEIOIeN OTHOLICHHE K
MPUHATHIO PELLEHHI. Hubopmanus A0KHA GbITh HANEKHOI, CBOEBPEMEHHOII, JOCTYIHOM U PaBUIIbHO odOpMIICHHOI.

HenocTtarku CHCTEMBl 00ecrnedeHus MHOPMALHOHHOH 0e30MacHoCTH, BLISBJICHHBIE COTpYZHHKaMH OpraHu3altH
JOJDKHBI HEMEIUTSHHO JIOBOIMTECA 110 CBENCHHA pykoBomuTess OpraHu3alii U OMepaTHBHO ycTpaHAThCA. BOMPOCH], KOTOPBIE
KaXyTCA He3HauYUTeIBHEIMH, KOIia OTAC/IBHBIE IPOLCCCHI PacCMaTpHBAIOTCA M30JMPOBAHHO, IIPH PaccMOTPEHHH HX Hapsaay ¢
JIPYrEMH aCTIEKTaMH MOTYT yKa3arh Ha OTpHIIATE/IbHbIE TeHACHIHH, TPO3AIIHNC T1epepacT! B KPyMHbIC HEOCTATKH, CCITH OHHU HE
GymyT CBOEBPEMEHHO YCTPAHCHBI.

5. Mepsl obecredeHA uH)OPMALHOHHOH 6e30MacHOCTH

Boe Mepsl obecnieueHns 6e30nacHoCTH uH(}OPMAIHOHHBIX CHCTEM OpraHU3aLUy NOAPa3AeIAI0TCsA Ha:

—  IpaBOBEIC (3aKOHOIATETILHBIC); ’

—~  TEXHOJIOTHYECKHE;

—  OpraHM3aLMOHHBIC (aIMHHHCTPATHBHEIE);

— ' (DUZHYECKHE;

— ‘TexHHYECKHE (anmaparypHbIC H TpOrpaMMHBIE).

5.1, “3akoHoAaTeNbHEIe (IPABOBbIC) MEPbI 3ALIUTEI

K ' TipaBoBEIM MepaM 3allUThl OTHOCATCA JeficTBylomMe B CTpaHe 3aKOHBI, = yKashl ¥ ‘'HOpMATHBHBIE aKTEI,
peraMeHTHpYIOIUe TPaBAIa ofpamerus ¢ TepCOHANBHBIMA JAHHBIMH, 3aKperUIIoNIMe MpaBa 1 00A3aHHOCTH YYaCTHHKOB
MH(OPMALIMOHHBIX OTHOLICHHH B TIpoLiecce X 0OpaboTku 1 HCIIONB30BAHHSA, & TAKKE YCTAaHABJIMBAIOIINEG OTBETCTBEHHOCTH 32
HapyLIeHHU 3THX MPaBUIL.

572.  TexHONOrNYECKHE MEPbI 3ALIHTEI

K naHHOMYy BUAy -MEp 3aUIMTBI OTHOCATCAH pa3sHOro pofa TEXHOIOrHYECKHE pelleHns W MpHEMB, OCHOBAHHBIC HA
HCIIONTB30BaHUM HEKOTOPBIX' BUIOB W30BITOYHOCTH (CTPYKTYPHOH, yHKLMOHANBHOMH, PIH(t)OpMaHHOHHOﬁ,vaeMeHHOﬁ U TIL) U
HarpaB/ieHHbIe Ha YMEHBIICHHE BO3MOKHOCTH COBEpIIEHNs COTPYAHUKAMH omrGOK ¥ HApyMIEHHH B paMKax NMPe1oCTaBICHHBIX
}IM TIPaB M IOTHOMOYHH. : ’

5.3.  OpraHu3aLMOHHBIC (aAMMHUCTPATHBHEIC) MEPBI 3AIIATEI

OpraH#3alMOHHBIC (aIMMHUCTPATHBHbIE) MEPBI 3AIIHUTEI - 5TO Mepbl OpraHH3aLMOHHOTO XapakTepa, periaMeHTHpYIOLIHNE
nponecchl QyHKIMOHHPOBAHHA cHcTeMBl 06paGOTKH MEPCOHANBHBIX JAHHBIX, JICTIO/NIb30BAHNE €€ PecypeoB, AEATENBHOCTD
0GCTyKMBAIONIETO TIEPCOHANa, a TAKKe MOPAAOK B3aHMONCHCTBUA ronb30BaTeNe ¢ CHCTEMOH TaKkuM 00pasoM, 4TOOBI B
HanGONBIIEH CTEIEHH 3aTPYTHUTD MM HCKIIOTHTE BO3MOXKHOCTH pealu3aluu yrpo3 6e30MacHOCTH MM CHU3HTb pasMep TOTeph B
Cily4ae UX peau3aluH. , :

5.4,  DopMHUPOBAHUE MOJIUTHKH 6e301acHOCTH

[aBHAs LETh aIMHHHCTPATUBHBIX MED, TpeATIPUHAMAaEMBEIX Ha BBICLIEM YTIPaB/IeHIECKOM YPOBHE - chopMHpOBATE
[IOMMTHKY B 001acTH obecreueHns Ge30NAaCHOCTH NEPCOHATBHBIX IAHHBIX (OTPaKAIOLIYIO MOAXOMbI K 3alATE HepCOHANBHBIX
J@HHBIX) H 0GECTIEYHTH €€ BHITIOJHEHNE, BRICIIAA HeoGXoaMMbIe PECYPCHI U KOHTPOJIMPY#A COCTOAHNE JIeI.
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5.5. PermameHTanus 4OCTYNa B MOMCIICHHS

KOMITOHEHTE HMH(MOPMALUMOHHBIX cHcTeM OpraHM3alMM JO/DKHBI Pa3sMEIIAThCA B MOMCIICHHAX, HAXOMALIMXCA IMTOX
OXpaHOl WK HAOMIOAEHHEM, HCKIIOYAOIIMM BO3MOKHOCTh GECKOHTPOIBHOTO MPOHMKHOBEHUA B IIOMCIICHHS NOCTOPOHHHX JIHIL
1 06eceynBaomKUM GHU3NYECKYIO COXPAHHOCTh HAXOIALIMXCS B IOMEIICHHH 3alIMIIAEMBIX PECYpCoB (moxymenToB, APM u T.I.).
Y6opka TakuX TOMEIIEHMH AOKHA NMPOU3BOXMTECA B IPHCYTCTBHM OTBETCTBEHHOTO COTPYAHHKA, 33 KOTOPBIM 3aKpCIUICHEI
JIaHHBIE KOMIIOHEHTbI, ¢ COOIONEHHEM MEp, MCKIIOYAIOLIMX AOCTYI MOCTOPOHHHMX JIML K 3alHIacMbIM uH(POPMALMOHHEIM
pecypcam. ;

Bce IOCTOPOHHWE JIMIA JOMYCKAIOTCA B TIOMEIUCHHA C KOMIOHEHTAMH MH(OPMALIOHHON CHCTEMBI TONBKO B
TMPHCYTCTBHH COTPYAHUKOB OpraHH3aliy. : :

ITo OKOHYAaHMH pabo4ero JIHs, IOMENICHHA, B KOTOPBIX pPasMEIIAIOTCSA KOMIIOHCHTEI HH(POPMALIMOHHEIX CHCTEM
OpraHu3alnH, JODKHEI 3aIMPaThC Ha KITIOY. ‘

B ciydae OCHALICHUs MOMEUICHHH CPEACTBAMH OXPaHHOH CHIHAJIM3aLUH, a TakKe aBTOMaTH3UPOBAHHON CHCTEMOMH
NpHEMa M PErHCTPALMH CHTHAIOB OT 9THX CPEJICTB, PUEM-C/Iaua TAKUX TIOMEIICHHH TIOl OXpaHy OCYIICCTBIACTCA Ha OCHOBAHHUH
CrieLMabHO pa3pabaThIBaeMOM HHCTPYKLHH. 2

5.6. PermameHTaLMs JOMYyCKa COTPYAHUKOB K HCTIONB30BAHUIO HHGOPMALIOHHBIX PECYPCOB

B pamKax paspeluHMTeNbHOH CHCTEMBI (MATpPHIBI) JOCTYNa yCTAaHABIMBACTCA: KTO, KOMY, KaKylo HHPOPMAIMIO H IS
KaKOro BH/Ia OCTYIIa MOXKeET IPENOCTaBUTh M NP KAKHUX YCTIOBHSAX.

Jlonyck momb3oBareneil k pafore ¢ uH(pOpMALHOHHBIMH cucTeMamu OpraHM3aUMu M JOCTYIl K MX peCypcaM JA0DKCH
GBITH CTPOTO periaMenTHpoBaH. JII6ble H3MEHEHHs COCTaBa U MOTHOMOUHH MOB30BATEeH MOACHCTEM JIOJDKHEI IPOH3BOAMTECAH
YCTAHOBJIEHHBIM MOPSKOM.

VpoOBEHE IOJHOMOYHH KaXKIOT0 T0Ib30BATENs OLPEAEIACTCA HHIMBIYaIBHO, cobmronas cienyroie TpeOOBaHHs:

— KaXIbIH COTPYAHHUK T0JIB3YETCS TOIBKO MPEIINCAHHBIMU €My NMPaBaMH 110 OTHOLICHHIO K MEePCOHANBHBIM JaHHBIM, C
KOTOpBIMH €My Heo0xomuma paboTa B COOTBETCTBUM C JAOJDKHOCTHBIMH obs3anHOCTAMY. - Pacuiupenue mnpas A0CTyna
TpENOCTaBIeHAE NOCTYIA K JONOMTHATENEHBIM HHOPMALHOHHEIX peCypcaM, B 006:13aTeNbHOM TIOpSIKeE, HOJKHO COIIAaCOBBIBATHCS
C OTBETCTBEHHBIM 33 OpraHu3aliio 06paboTKy MepCcOHabHAIX JaHHBIX; .

—  pykoBogurenb OpraHuW3aldM HMeeT TMpaBa Ha TIPOCMOTP MHPOPMALMH CBOMX TOMYMHEHHBIX TOJNBKO B
YCTAHOB/IEHHBIX TIPEAEaX B COOTBETCTBHH CO CBOMMH JOMKHOCTHBIMHU 00S3aHHOCTAMH.

Bee corpynsuka OpraHmsaupd M 06CIyXHBAIOUMH NEPCOHAN, JOIKHBI HECTH MEPCOHANLHYIO OTBETCTBEHHOCTH 33
HapyILIeHUs YCTaHOBJIEHHOIO ' ITOPs/KA 06paGoTKH MepCOHANbHBIX JAaHHBIX, MPaBUII XpaHEeHHUs, HMCTIONB30BAHMS ¥ TepeNavn
HAXOAIIMXCA B MX PACTIOPSIKEHHH 3alUMIAEMBIX PeCypcoB cucTeMbl. Kamblit COTpYAHHK (ipu mpueMe Ha paboTy) HOJDKEH
TOAMHUCHIBATE 00A3ATENHCTBO O COOMIONEHHH M OTBETCTBEHHOCTH 33 HApYLICHHE yYCTAHOBACHHBIX TpeGOBaHUI 1O COXPAHEHHIO
TEpPCOHANbHBIX JaHHBIX OpraHusamyy. ;

OGpaboTKa MEPCOHATBHBIX JAHHBIX B KOMIOHEHTaX HH(POPMAIIHOHHBIX CHCTEM OpraHu3alny JOKHA POU3BOANTECS B

COOTBETCTBHH C yTBEPKACHHBIMH T€XHOIOIHYCCKIMH HHCTPYKLHUAMM.

5.7. PernameHTtanus mpoueccoB OOCTYKHBaHUA W OCYLICCTBICHHA MoaudUKALMK ANIapaTHBIX U [POrpaMMHBIX
pecypcos ‘

B uelsx MOAEpKaHMA pexuMma HHQOPMAUMOHHOM 6e30IacHOCTH  AammaparHo-MpOrpaMMHas KOH(HUTypauus
ABTOMATH3MPOBAHHBIX Pa0OYNX MECT COTPYAHNKOB OpraHM3alluH, C KOTOPBIX BOSMOKEH AOCTYI K pecypcaM HH(OPMAIMOHHOH
CHCTEMBI, I0/KHA COOTBETCTBOBATH KPYT'y BO3JIO)KCHHBIX Ha JIAHHBIX nonb30BaTeNei (yHKUMOHATbHBIX 00S3aHHOCTEH.

B KOMIOHEHTaX MH(OPMALMOHHOM CHCTEMBI M Ha pafouMX MecTax [I0JIb30BATENEH [O/DKHEI YCTAHABIHMBAThHCA H
HCTIONB30BAaThCA IMHEH3HOHHEIE IIPOrpaMMHbIE CPEZCTBA. _

5.8. O6ecneuenne i KOHTPOIb (U3MYECKOH LETOCTHOCTH (HEH3MEHHOCTH KOH(Urypalny) annaparHbIX pecypcoB

O6opynoBaHue HHPOPMALMORHEIX CHCTEM, HCIIOB3yeMOE JUTs ZOCTYIA M XpAHCHHA HepCOHATBHBIX JaHHBIX, K KOTOPOMY
HOCTYT 0GCTY)KHBAIOWIETO MEPCOHa/Ia B MPOLECCE IKCIUTYaTallH HE TpebyeTcs, MocIie HaJlaJI0YHbIX, PEMOHTHBIX M MHBIX pabor,
CBA3AHHBIX C JOCTYIIOM K Er0 KOMIIOHEHTaM J0JDKHO 3aKpbIBaTbCA.

5.9. Ilon6op u TOArOTOBKA NEePCoOHaNa, o0y4eHue nosb3oBaresen

* Ilonp3oBarenin UHGOPMALMOHHEIX cHcTeM OpraHH3aluH, a TAKKe PYKOBOZSALIMIA H 00CTYKMBAIOWIMHA NEPCOHAT JAOIDKHDI
OBITH 03HAKOMIIEHBI CO CBOUM YPOBHEM IOJIHOMOYHIA, @ TAKKe OpraHH3alHOHHO-PACTIOPAAMTETBLHOMH, HOPMATHBHO, TEXHHYECKOH
W SKCIUIYaTalMOHHOMN < JOKyMEHTalWel, OnpeneNsioleli TpeOoBaHHMs M MOPALOK 06paGOTKH TMEPCOHATLHBIX [aHHBIX B
Opranusanuy. 3

Bee M0/B30BaTeNd MHGMOPMAUMOHHBIX cHcTeM OpraHu3aiiy * JOLKHI ObITh O3HAKOMJIEHBI C OpPraHHU3ALHOHHO -
PACTIOPSINTENEHEIMU JOKYMEHTaMH TO O00ecredeHuio Ge30MacHOCTH MEPCOHANbHBIX AAHHBIX OpranHu3auuy, B 49acTH, HX
Kacalolleiics, NO/KHBEL, 3HATh M HEYKOCHHMTEJBHO BBIIOJHATE MHCTPYKUMH M 3HATH ofmue 00A3aHHOCTH IO 00eCIedeHHIO
Ge30MacHOCTH IIEPCOHANBHEIX JaHHBIX, JloBeneHne TpeGoBaHUH yKa3aHHBIX IOKYMEHTOB A0 JIHIL, JONYIIEHHBIX K 00paboTke
3aLIAIIAEMBIX MEPCOHANBHEIX IaHHBIX, JO/DKHO OCYUICCTBIIATECS MO POCIHCE. :

5.10. OtsercrBeHHOCT, 33 HapyIIEHHs YCTAHOBJICHHONO MOpAAKa MOIb30BAHHA ‘pecypcamu  HH(OpPMALHOHHOH
cucTemMbl OpraHu3aLyy. :

Mepa OTBETCTBEHHOCTH TIEPCOHANA 33 NEHCTBUA, COBEPIICHHBIC B HAPYIICHHE YCTQHOBJICHHBIX MpPABWI 0DeCTICUCHNSA
6e30acHOll pabOTEL ¢ [EPCOHATLHBIMU JAHHBIMH, [O0JDKHA ONPOACIATECA HAHECCHHBIM yuiepOoM, HATMYMEM 371010 YMbIC/IA U
JPYTEMH aKTOPaMH 110 YCMOTPEHHIO PyKOBOACTBa OpraHu3aLnH. 3

5.11. Cpenctsa obecrniederns 6e30MaCHOCTH MEPCOHATBHEIX TaHHBIX

Jlns obecnedenns uuGopMaLoHHO# GesonacHocTn OpraHu3alui HCMOb3YIOTCA CIIEAYIOLUIE CPENCTBA 3aUTEL

—  (hu3MUECKHE CPEACTBA;



. — TEeXHHYECKHE CPeICTBa;
~  CpeacTBa MAEHTU(HKALKMK W ayTeHTH(HKALIMH MOMb30BaTeIel;
—  CpeICTBa pasrpaHH4eHHUs AOCTYIa;
—  cpencTBa 00eCIIEICHHUA M KOHTPOJISA LETOCTHOCTH;
—  CpeIcTBA ONMEPaTHBHOTO KOHTPOJIS M PETHCTPALIMH COOBITHIT 6e30macHOCTH,
CpezicTBa 3alIMTHl JOJDKHBI IPUMEHATHCA KO BCeM pecypcaM MH(OPMAlMOHHBIX cucTeM OpraHu3auuy, He3aBHCHMO OT
MX BUZa ¥ QOPMEI IPEACTABICHN HHYOPMALIMK B HUX.

5:11.1. Du3HYECKHE CPEACTBA 3ALUTHI

Du3uYecKHe MEPhI 3alMThl OCHOBAHBI HA IPMMEHEHHH Pa3sHOTO POAa MEXAHHYECKHX, SICKTPOHHBIX MM 3JIEKTPOHHO-
MEXaHHYECKHX YCTPOMCTB M COOPYXKEHHMH, CHELMANbHO INpPEJHA3HAYEHHBIX A CO3aHHMA (HU3UYECKMX MPENATCTBHA Ha
BO3MOXHBIX IyTSX [POHMKHOBEHHS M JOCTyNa MOTCHIMAJIbHBIX HapyIINTeTeH K KOMIOHEHTaM CHCTEMBI M 3alUHIIaeMbIM
I1EPCOHANBHEIM JaHHbIM, @ TAKXKE TEXHUYECKHX CPEACTB BU3YaIbHOIO HAOMIONECHNU, CBA3M M OXPAHHOW CHTHAIM3ALMH.

Jlns ofecniedenns (pu3MUecKoil Ge30MacHOCTH KOMIIOHEHTOB HH(OPMAILMOHHOM cHcTeMbl OpraHu3aluM HEOOXOXMMO
OCYLIECTBIATh DA OPraHM3ALUMOHHBIX M TEXHMYECKHX  MEPONpHATHH, BKIIOYAIOMMX: TPOBEPKY 06OpymoBaHus,
NpeIHa3Ha4YeHHOro U1 06paboTKU MEPCOHANBHBIX JAHHBIX, Ha:

- HaJIM4He CIIeLHUaJbHO BHEAPEHHBIX 3aK/IaHBIX YCTPOHCTB;

- BBEJICHHE JIOTIOTHUTENEHEIX OrPaHMYEHH M0 XOCTYITy B TOMEIUEHHS, NpPEIHA3HAYEHHBIE Ul XPAaHCHHS H
00paboTKH MepCOHATBHBIX JaHHbIX;

- 060pynoBaHUE CUCTEM HH(MOPMATH3ALMK YCTPOMCTBAMH 3alIMTH OT CGOEB ICKTPONHMTAHUS U MOMEX B JIMHHSIX
CBA3H.

o & B TeXHUYECKUE CPEACTBA 3ALUATHI

Texuu4eckue (amnaparHO-POrpaMMHBIE) MEpBl 3aIIMTHl OCHOBAHBl HAa HCIMOJIB30BAHHHM DPa3lIMYHBIX JIEKTPOHHBIX
YCTPOHCTB M CIEUHAIBHBIX IPOTPAMM M BBIIOJIHSIOIUX (CAMOCTOATE/ILHO HIH B KOMILIEKCE C APYTHMH CPEACTBaMH) QYHKLHH
3amUTH (MACHTHOHUKALMIO M ayTEeHTH(UKALMIO [0JIb30BaTeleH, PasTpaHHCHHE JOCTYNA K PECypeaM, PErHeTpauiio COOBITHI,
KpHUnTorpaguieckoe 3akpeiTHe HHGQOPMAIHH H T.1L.).

C yueroM Beex TpeGOBaHHi ¥ PUHLHUIIOB oGecredeHHs 6€30MacHOCTH MEPCOHAIBHBIX JaHHBIX 110 BCEM HAIPaBICHUAM
3aLATBI B COCTAB CHCTEMbI 3ALLMTEI JOMKHBI OBITh BKIIOUCHBI CIICAYIOLIME CPE/ICTBA: ‘ ;

—  CpeAcTea pasrpalmqe}mx JOCTYyNa K IaHHBIM,;

— CPECTBA PETHCTPAUMH JOCTYMa K KOMIOHEHTaM HMH(QOPMALMOHHON CHCTEMBI M KOHTDOJIA 3a HMCIMOJB30BAHNEM
nHbOpMaLnH;

~  CpeICTBa pearMpOBaHMs Ha HapyIICHHs peKUMa HHYOPMAIHOHHON Ge30MacHOCTH.

Ha TexHH4eCKHE CPEICTBA 3alIMThI BO3/IAraeTcs PElIeHHe CIIeAYIOIIHX OCHOBHBIX 3a1ad:

— . MAeHTH(OHKAUUA M ayTeHTH(HKALHsA MOIb30BaTE/eH MPH MOMOLM UMEH WM CNCHHaIbHEIX aNMaparHbIX CPEACTB
(Advantor, Touch Memory, Smart Card u T.11.);

~ peIIaMeHTalMsi M YNpPABleHHe JOCTYIIOM MOIb30BaTeNell B TOMENICHHS, K (M3HYCCKHM H JIOTHYECKHM
yCTpOcTBaM; :

- —  3ammTaor rIpOHHKHOBCHP[}I KOMIIBIOTEPHBIX BUPYCOB M Pa3pyLINTEILHOTO BO3EHCTBHS BPENOHOCHBIX MPOTPaMM;

~  perucTpauus Bcex AeHCTBHIA I10/Ib30BaTel B 3aIIMILICHHOM JKypHAIIE, HAIWYHE HECKONbKUX YPOBHEH PErHCTpaLuy;

— 3amyTa JaHHBIX CHCTEMBI 3allMTHl Ha (ailioBoM cepBepe OT JOCTYyNa I0JIb30BaTeNIeH, ‘B YbH AODKHOCTHBIC
063aHHOCTH He BXOAUT paboTa ¢ HH(POPMALHH, HAXONAIIEHCS Ha HEM.

2113, Cpencta naeHTHQHUKAINK U ayTeHTHHKALMH T10J1b30BaTeNeH

B uenax npegotBpaweHds paboTel ¢ pecypcaMH HHQOpPMAaUMOHHBIX cucTeM  OpraHu3alMHIOCTOPOHHHX . JIHIL
HEOOXOIMMO . 06ECIEYHTh BO3MOXKHOCTb PACTIO3HABAHUA K&XKIOIO JIEraIbHOTO MOTb30BaTeNs (WM TPy moiab3osarened). [lis
HIEHTH(QHUKAIMA MOTYT IPHUMEHATHCS PA3/IMYHOIO POJa YCTPOHCTBA: MATHUTHBIE KAPTOYKH, KIIOUH, KITI0YEBHIE BCTABKH, HCKET!
H T, : ;

Ay'reﬂmtbmcaupm (monTBEPKACHHUE MOMTUHHOCTH) MTONB30BATEINCH TAKKE MOXKET ocymecmnxncx

~  IyTeM DPOBEPKH HAIMYHA Y NOJb30BATENCH KAKUX-TM00 CreLHalbHEIX YCTpOHCTB (Mal‘HldTI{le KapTo4ek, KIodei,
KIIIOYEBEIX BCTABOK U T.]1.);

—  IIyTeM IPOBEPKHU 3HAHHUs HMH I1apOJIeH;

~  IIyTeM INPOBEPKH YHHKAJbHBIX (H3HYECKHX xapaKTepMCTHK ¥ TapaMeTpoB CaMHX [OJb30BaTeNel MpPH MOMOIIM
CIIenUaNbHBIX GHOMETPUYECKHX YCTPOHCTB.

5.11.4. - Cpencrsa pasrpaHudeHHs JOCTYNA

30HBI  OTBETCTBEHHOCTH H 3aJa4H KOHKPETHBIX TEXHHYECKHX CPEACTB 3AIUNThI yCTAHABIMBAIOTCA HCXOL1 M3 HX
BO3MOKHOCTEH H SKCILTYaTalIMOHHBIX XapaKTEPUCTHK, OMMCAHHBIX B IOKYMEHTALMM Ha JaHHBIE CPECTBA.

TeXHUYeCKHE CPEACTBA Pa3rpaHMYEHHs JOCTYNA JOJDKHBI IO BOSMOXKHOCTH GBITh COCTABHOM YaCThIO GAMHOH CHCTEMBI
KOHTPOJIA AOCTYIIA:

—  Ha KOHTPOJHPYEMYIO TEPPHTOPHIO;

— - B OTZE/IbHBIC TOMEIIEHHS;

— K KOMIIOHEHTaM MH(pOPMAUMOHHOI cpenbl OpraHusalduy 97EMEHTaM CHCTEMBI 3ALATBI IEPCOHATBHBIX JAHHBIX
(pusugeckuit zoctym);

— K MH(OpPMALHOHHBIM pecypcaM (HOKYMEHTaM, HOCHTEILIM uHbOpMaLHH, (paiimam, HabopaM HAHHBIX, apXHUBaM,
CIipaBKaM H T.1.); :
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~ K AKTHBHBIM pecypcaM (IIpHK/IaAHbIM TIPOrpaMMam, 3a71a4aM | T.11.);
~ K OmCpalHOHHOM CHCTEME, CHCTEMHBIM IIPOrpaMMaM H MPOrpaMmMam 3aIIUTEL

5.11.5. CpezicTsa obecnedenns 1 KOHTPOIA LETOCTHOCTH

Cpenctsa obecniedeHns LeNOCTHOCTH BKIIOYAIOT B CBOH COCTAB CPeICTBA PE3SPBHOIO KONUPOBAHHUS, IIPOTPAMMEI
aHTHBHPYCHOH 3aLHTEI, IPOrPaMMBI BOECTAHOBJIEHHS IEIOCTHOCTH OIMepalMOHHON Cpeabl i 0a3 TaHHbIX.

CpezncTBa KOHTpOJNA IETOCTHOCTH HHQOPMALIMOHHEIX PECYPCOB CHCTEM TIPEAHA3HAYCHEI" JIJIA  CBOEBPEMEHHOTO
O0HADYKSHMA MOIMQUKALMH WM  HCKAKEHHS PecypcoB  cHCTEMBL. OHHM  IO3BONAIOT - OGECIEYHTH NPABHIBHOCTH
OYHKUHOHHPOBAHHS CHCTEMBI 3ALUTH M 1IEI0CTHOCT XpaHUMOH u 0GpabaTeiBaeMoil HHOpPMAIHH.

Konrpones uenocraoctu MHQOPMAlKMK ¥ CPEACTB 3alIMTHL, C LENbI0 OGeCIedeHus HEH3MECHHOCTH HH(OPMAaLHOHHO
CPeaBl, ONDPENCIACMOH NPEAYCMOTPEHHOH TEXHOIOrHei: 00paboTku, M 3amUTHL OT HECAaHKIHOHUPOBAHHOH MOAM(HKALIU
TIEPCOHAJIBHBIX TAHHBIX JOJDKEH 06€CIIeYHBaATECS ;

= CPCACTBAMH pasTPaHMYEHHA NOCTyNa (B MOMELICHUS, K AOKYMEHTAM, K HOCHTEIIM MH(OpMALKH, K cepBepaM,
JIOTHYECKHM YCTPOHCTBAM H T.IL.);

= CPEACTBaMHU 3JIEKTPOHHOM MOMIHKCH;

= CPEACTBAMH NOACYETa KOHTPOIBHEIX CYMM (A1 HCTIONB3YEMOro IIPOrpaMMHOro obecreyeHns).

5.11.6. CpelcTBa onepaTHBHOIO KOHTPOMS M PETHCTPALUH COBBITHIE Ge30MacHOCTH

CpenctBa 06BEKTUBHOTO KOHTPOJI AOTKHEI OGecreunBars OGHapy)KEHHe M PErHCTPALMI0 BCEX COBBITHI (meitcTBmit
noms3osarenedt, noneirok HCJ. 1 Tn,), koTopsie MOTYT IOBI€Yb 3a COOOH HapyweHMe Ge30NacHOCTH H IPHBECTH K
BOSHHKHOBCHHIO KPH3HCHBIX CHTYallMi. AHaIN3 cOGpaHHOM cpeacTBaMu PETHCTPalMK HH(OPMALIMH TIO3BOJISET BBIABUTE (haKThI
COBEPIICHAA HapyWIEHUH, UX XapaKTep, IMOJICKA3aTh METOXl €T0 PacciIeoBAHUA H CIIOCOGE! MIOHCKa HapyIIUTENs U HCIPABICHUS
cutyaunH. CpeacTsa KOHTPOI U PETHCTPALHH JODKHEI NIPEAOCTABIIATD BO3MOKHOCTH:

~  BOACHHA W aHAJIN3a XXYPHAIOB PETHCTPAMU COOBITHI 6e30MaCHOCTH (CHCTEMHBIX XKYpHAJOB);

—  TIOMyHYeHHA TBEP/IOH KONKK (TeUaTH) KypHasa perncTPalui coOBITHiT 6esomacHoCTH;

T YHOPAACUCHHA XKYPHATIOB, & TAKKE YCTAHOB/ICHHS OTPAHUYEHHIT Ha CPOK KX XPaHEHHS;

~_ ONEPAaTHBHOTO ONOBEIIECHHA OTBETCTBEHHOTO 33 Opranu3aumio 06paboTKH MEPCOHANBHBIX JAHHBIX O HAPYLIEHUAX.

Tpu perucrpauun cobbiThii GesonacHocTy B KypHaJIe J0IDKHA (PHKCHPOBATHCA ClIEAYIOLIAs HH(OPMALISL:

— . Jlata ¥ BpeMs COGBITHS,

= HICHTH(HKATOp Cy0BEeKTa, OCYIIECTRIAIOIENO perucTpupyeMoe AeHcTBHE;

= AeHCTBHE (THII JOCTYMa),

5.12. Kontpons 3¢ $eKTHBHOCTH CHCTEMEI 3aIHTE

KouTpois sd)beKTnBHOCTH 3aMUTEI NEPCOHATBHBIX IaHHBIX OCYILECTBIAETCS C LENbI0 CBOEBPEMEHHOTO BBIABICHHA H
NPENOTBPAIICHHUA  YTEUKH IIEPCOHANBHEIX JAHHBIX 3a CUET HECAHKLHOHMPOBAHHOIO AOCTYNA, @ TAKKe IMpPeayTpexaeH s
BOSMOMHBIX CHICLMATBHEIX BO3NCHCTBHMN, HANpPAaBICHHLIX Ha YHHYTOXKEHHE TIEPCOHANBHBIX - NAHHBIX;: Pa3pyLICHHE CPEICTB
HH(I)OpMaTPll!aHPH’I, KOHTpOJIb MOXET TNPOBOAUTECSA TIPUBJICKAEMBIMH [JI 3TOH OEIH OpraHu3aLusAMU, HMCHOILIUMH JIHLEH3UK Ha
9TOT BH/ AEATENBHOCTH. | :

OueHka 3((EKTHBHOCTH Mep 3aIIMTHI MEPCOHANBHBIX JAHHBIX TPOBOAMTCH ¢ HCIOIb30BAHHEM TEXHHYECKHX M
[IpOTPaMMHEIX CPEACTB KOHTPOJIS HA NPEAMET COOTBETCTBHS YCTAHOBIEHHBIM TpeGOBAHUAM.
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